
ACM Computers & Society, Volumen 51 Issue 2, August, 2022 1

Published by the Association for Computing Machinery 
Special Interest Group on Computers and Society

ACM SIGCAS

Computers
Society
and

Volume 51, Number 2
Aug. 2022

Table of Contents

Who are we?

Introducing the SIGCAS Executive Committee

Membership Benefits and Upcoming Conferences

We Need Your Short Pieces

From the Editor

Steering or Sleepwalking? The Strange Disappearance of Social Responsibility - Douglas Schuler

Computing Must Pay Attention to Outcomes to Achieve Equity - Michelle Trim

CS202X and SEP-KA Update - Richard Blumenthal

Column: Thinking Like a Lawyer - Open Source Responsibilities - Johanna Blumenthal

Using Technology to Unite Us: Can Disagreement be a Catalyst for Consensus Building? - Anna De Liddo

News: Second Annual SIGCAS Showcase

Whistleblowers in an Academic Gift Culture: A Commentary on the Scandal in Academia
                                                                                              - Michael James Heron and Pauline Helen Belford 

Opinion: Apathy, Arrogance, and Reality: It's Now or Never
                 Can Computer Science Save Humanity from Itself Including Computer Scientists?
                                                                                              - Richard Blumenthal

2

3

4

5

6

6

8

9

10

12

13

14

20



 ACM Computers & Society, Volumen 51 Issue 2, August, 20222

Who Are We?
SIGCAS Computers and Society Readers and 
writers are invited to join and participate actively in 
this Special Interest Group.

Membership is open to all, for US$25 per year, and to 
students for US$10 per year. The link to join up can 
be found on our web site, at 

http://www.sigcas.org

Contribute. The editor invites   is contributions of  
all types of  written material (such as articles, working 
papers, news, interviews, reports, book reviews, 
bibliographies of  relevant literature and letters) on all 
aspects of  computing that have a bearing on society 
and culture. 

Please note that it is NOT a peer-reviewed 
publication. Submissions are checked for relevance, 
accessibility and basic suitability by the editors but not 
fully peer reviewed.

For the latest Call(s) for Papers, or instructions 
regarding formatting guidelines and copyright policy 
please see the website: http://www.sigcas.org/. 
Submissions may be sent to editors_sigcas@acm.org.

Copyright Notice  By submitting your article or 
other material for distribution in this Special Interest 
Group publication, you hereby grant to ACM the 
following non-exclusive, perpetual, worldwide rights:

• To publish in print on condition of  acceptance by 
the editor.

• To digitize and post your article or other material in 
the electronic version of  this publication.

• To include the article or other material in the ACM 
Digital Library and in any Digital Library related 
services.

• To allow users to make a personal copy of  the article 
or other material for non-commercial, educational or 
research purposes.

• However, as a contributing author, you retain 
copyright to your article or other material and ACM 
will refer requests for republication directly to you.

SIGCAS Computers and Society is the ACM 
Special Interest Group that addresses the social 
aspects and ethical consequences of  widespread 
computer usage. 

SIGCAS’ main goals are to raise awareness about the 
impact that technology has on society, and to support 
and advance the efforts of  those who are involved in 
this important work. 

Our members are computer professionals from both 
industry and academia, as well as ethicists, 
psychologists, sociologists and others. We welcome 
students from a variety of  disciplines. Our areas of  
involvement include computer ethics, universal access 
to computer technology, security, privacy, and 
reliability. We collaborate with other ACM bodies that 
are engaged in related work, such as COPE, USACM, 
SIGITE and SIGCSE.

ACM Computers & Society is an online publication 
accessible via the ACM Digital Library and the 
SIGCAS website. The newsletter aims to be an 
effective communication vehicle between the 
members of  the group and to the outside world.

ACM Computers and Society

Volume 51 ● Number 2 ●  August, 2022 ●  www.sigcas.org 

ACM Computers & Society (ISSN 0095-2737) is minimally published three times a year, normally in March, June, and 
September, with an optional issue in December by ACM, 2 Penn Plaza, Suite 701, New York, NY  10121-0701.

Richard Blumenthal Editor-in-chief  

Contributing Columnists
  Johanna Blumenthal
  Richard Blumenthal
  Douglas Schuler
  Michelle Trim

Discord Moderators
  John Bartucz
  Benjamin Wade

SIGCAS Web Master
  Johanna Blumenthal

Like to be a regular columnist for Computers and Society? 
The door is open, please walk through! We're all volunteers.
Send us your column suggestion: editors_sigcas@acm.org.
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SIGCAS

Introducing The
SIGCAS Executive Committee
Doug Schuler - SIGCAS Chair.

I have been working in the field of  computers and society for over 35 years, as an educator, researcher, developer, author, speaker, and 
organizer. I have written numerous articles, books, and chapters on this topic, which I won't list here. I worked with the practical side with 
others to establish the Seattle Community Network in the late 80's and I've had the good fortune to discuss these topics with colleagues 
from around the world. I'm now retired from teaching at the Evergreen State College, developing CSCW software at Boeing, and 
campaigning with Computer Professionals for Social Responsibility.

My plan now is to keep active for the foreseeable future to help keep the opportunities and challenges presented by computing visible and 
to help focus our energy appropriately. In my exploration of  civic intelligence,  the collective capacity to address significant issues effectively 
and equitably, I continually asked the question, "Will we be smart enough, soon enough?" which should resonate with this community.

Lisa Kaczmarczyk - Vice Chair.
As Computing for Social Good has been a personal and professional passion my entire career I am very pleased to be the incoming 

SIGCAS Vice-Chair. I am a strong proponent of  collaborative and transparent process and decision making, and as such am looking forward 
to working with my Board Colleagues as well as with the greater SIGCAS community to prioritize our goals and then act upon them. It isn’t 
about me, it is about us. What can we do to increase the relevance and usefulness of  SIGCAS to the membership and society as a whole? I 
look forward to learning more from the SIGCAS community about how they would answer that question and working with my Board 
colleagues to respond.

Allison Clear - Member-at-larger.
I am very pleased to introduce myself. I am an Associate Professor, at the Auckland campus of  the Eastern Institute of  Technology.   I 

have an extensive academic and professional career that has involved academic leadership in research, scholarship, teaching and curriculum 
development and publications nationally and internationally. Many years ago I developed a new course "The Impact of  Computing on 
Society" and it has been offered every year for the past 20 years and is still prov ing to be one of  the most popular courses on our campus. 
My  research interests include Computing Curriculum development, Gender equity in Computing, ICT in developing countries,  and the 
development of  computing education.  I look forward to working with the SIGCAS community to further the increasingly important work 
as computing becomes more pervasive and significant in society.

Mikey Goldweber - Past Chair.
Hello again to the SIGCAS community. As past SIGCAS Chair, I hope many of  you are aware of  my passion and commitment to 

Computing for the Social Good. I left a high paying industry job in the mid-1980's (with the Porsche 911 to prove it) to seek a more 
personally rewarding career path. I landed in education after earning my PhD. However, I felt that being an educator was not quite enough; I 
needed to help my students see how computing can and should be used to improve society. Working in this area has taken me many places 
and afforded me the privilege of  meeting many amazing colleagues doing amazing things. It also led me to SIGCAS, and after years of  being 
a member, I stepped up into a leadership position. As the Past-Chair member of  the Board I hope to continue offering my insights and time 
as our SIG moves forward to the challenges of  the day.

Richard Blumenthal - Editor-in-Chief  
Greetings to the SIGCAS Community. Like Mikey, I also left a lucrative job in industry two decades ago to focus on using my computing 

knowledge to more directly benefit society. Just the same, I am a relative new comer to SIGCAS. My responsibilities  include overseeing the 
production of  SIGCAS Computers and Society. I am a Professor and Chair of  the Computer and Cyber Sciences Department at Regis 
University, in Denver Colorado. At Regis, I also contribute to our “Center for Common Good Computing”. Recently, I’ve taken an active 
role in “Computing for the Social Good in Education”. I have a B.S., M.S., and Ph.D. in Computer Science from Lock Haven State, Rutgers 
University, and the University of  Colorado, Boulder, respectively. I am very excited to be working with the  Board and look forward to 
helping make this the best ACM SIG.
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SIGCAS

Membership Benefits
Subscription to the online publication ACM SIGCAS Computers and Society, which is published three to four times a year. 

Members have access to the full archive of  the online publication and its printed predecessor in the ACM DL. Please see www.sigcas.org.

Discounted registration fee for SIGCAS sponsored conferences and workshops. “In cooperation” sponsor of  several ACM and non-ACM conferences related to SIGCAS’ 
interests, including LIMITS.

SIGCAS presents two awards each year: The Making a Difference Award and the SIGCAS Outstanding Service award.

SIGCAS-ANNOUNCE mailing list: includes regular announcements of  upcoming conferences and calls for participation. SIGCAS-Talk mailing list to enable member-
member interactions and the committee will seek to stimulate discussion on this list amongst members. Subscription to the list is restricted to SIGCAS members and is 
optional for them.

NEWS

Upcoming Events
ACM International Conference on Information Technology for Social Good (GoodIT 2022)
September 7-9, 2022 — Limassol, Cyprus
A Conference for researchers in the area of  IT for social good. The GoodIT conference seeks papers describing significant research contributions related to the application 
of  information technologies (IT) to social good. Social good is typically defined as something that provides a benefit to the general public. In this context, clean air, clean 
water, Internet connection, education, and healthcare are all good examples of  social goods. However, new media innovations and the explosion of  online communities have 
added new meaning to the term. Social good is now about global citizens uniting to unlock the potential of  individuals, technology, and collaboration to create a positive 
societal impact.

SIGCAS Showcase
September 14-15, 2022 (Virtual)
See announcement on page 13 of  this issue or visit https://sigcas.org/events/sigcas-showcase-2022/
Second annual SIGCAS Showcase

SIGCAS Works in Progress
The SIGCAS Works in Progress are virtual events for the SIGCAS community and beyond. They take place on the second Wednesday of  every month, starting at 

10:00 AM Pacific Time and lasting an hour. RSVP (not required): sigcas@volunteer.acm.org

November 9, 2022. (Rescheduled from June 8)

Vision in Progress: Making CS education more equitable and accessible for our most marginalized students
 ·  Victoria C. Chávez
 ·  Natalie Araujo Melo
 ·  Dr. Jennifer Tsan
 ·  Dr. Francisco Castro
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News

We Need Your Short Pieces
Part of  the Executive team's responsibility is to encourage more voices and varied perspectives on topics relevant to computers and society. Consequently, we at the 

"SIGCAS Publications Group" are seeking short pieces that are relevant, provocative, diverse, and unexpected for our issues of  Computers and Society. We also hope they will 
be fun to write.

The possibilities, effects, implications, opportunities, challenges, myths, realities, and struggles related to computers and society that are being played out every day in 
millions of  different ways are helping to determine who we are and where we are going. We want to capture at least some of  that.

Your short piece could raise arguments, issues, critical questions, resource needs, current work, research, reviews, discussions, etc. etc. To that end we have developed a 
robust infrastructure of  departments, divisions, bureaus, and other descriptive categories to help convey to you all that this is a vast, very formal and bureaucratized 
enterprise. 

While some of  the names may be fanciful we are optimistic that the articles they help characterize will be compelling, relevant, and influential. 
We plan to experiment with this approach. We are currently planning to run several short pieces per issue. And we will probably add new departments at will. We also plan 

to be flexible but we do insist that these articles be short. (After all the SIGCAS Newsletter will still run longer pieces!) Shall we say 1,200 words max?
To be considered for the next newsletter please submit your short piece to the SIGCAS Newsletter Editor, Rick Blumenthal, editors_sigcas@acm.org, by March 1, 2021 

(the subsequent issue deadline will be in May, 2021). Please include "Short Piece" in the subject line.

• News From _____ (community, company, 
department, movement, country, sector, dimension, 
rain forest, or what-have-you)

• Your Resolution or Manifesto Goes Here Desk

• Not All is Wrong Department

• Systemic Racism & Black Lives Matter Studies and 
Reports

• Teaching about Computers and Society

• Social Responsibility in Computing Department

• Department of  Development Studies

• Ominous Development Department

• What Could Possibly Go Worng? Department

• Office of  Emerging Technological Directions

• Voices of  Practitioners and Younger Professionals

• Department of  Diversity and Inclusion

• Climate, Biodiversity, and the Environment 
Department

• History Department (of  SIGCAS and Computers 
and Society)

• Thrilling Adventures in Computing

• Looking at SIGCAS: Useful, Enlightening, 
Maddening or Other Influential Fiction, Poetry, Art, 
and Movies Related to Computing and Society 
Division

• Department of  Technology Assessment

• War and Peace Studies Hall

• Help me work on myProject.dept

• Science Lab

• Religion and Spirtuality Division

• Gender Notes

• Underscrutinzed Implications Bureau

• Office of  Expected and Unexpected Consequences

• What Should We Do Room

• Methods: How to do Computers and Society Group

• Annals of  Agnotology

• Algorithms: Good, Bad, and Ugly

• What's a Professional Organization To Do 
Department

• Automating Evil: Office of  Worst Practices

• Chronicles of  Civic & Community Tech

• Department of  Civic and Collective Intelligence 

• Office of  Technology Assessment 

• Critics Corner (interviews, etc.)

•City Desk / Urban Studies

• Town and Country Consulate 

• Point / Counterpoint Forum

• SIGCAS Agenda Development Department

• SIGCAS and Wicked Problems

• On the Job Department: SIGCAS and Employment

• SIGCAS and the Green New Deal

• Personal Perspective Department.

• You Can't Make This Up Department

• Design Perspectives and Perspectives on Design

• Student Voices Division

• Activism Sector

• Patterns of  Computing Department

• Limits and Collapse Ministry

• Recent Reviews (books, articles, etc.)

• Steering Tech Department (policy and all the rest) 

• Directions and Implications of  Advanced 
Computing

• No Comment Department

• For or From The Archives

• Data and Datafication Office

COMPUTERS AND SOCIETY AREAS OF INTEREST
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Welcome to the second issue of  ACM SIGCAS 
Computers and Society in 2022. Before I delve into my 
usual overview of  this issue, which is intended to 
spark your interests towards reading the excellent 
submissions of  our authors, I'd like to remind you to 
please volunteer and contribute submissions to 
Computers and Society. All of  our issues are archived in 
the ACM Digital Library. Toward this end, I seriously 
considered focusing my Parting Opinion column on 
volunteering. Perhaps in a future issue, but the gist 
would be that SIGCAS has an "open door" policy (my 
words) and the easiest way to get involved is to simply 
volunteer by letting one of  the Executive Board 
members know. In fact, we are all volunteers too. To 
be clear "open door" does imply anything goes. For 
example, it is the case that submissions to Computers 
and Society are reviewed for appropriateness to the 
SIG's and ACM's missions and minor copy-editing of  
accepted articles does occur. 

In this issue our regular columnists have once again 
outdone themselves with their submissions. SIGCAS 
Chair Douglas Schuler's submission is a "very lightly 
edited version of  an article (or manifesto) that [he] 
prepared for the Social Responsibility Task Force 
meeting at the ACM headquarters on February 22, 
2019." 

Michelle Trim provides another thought-provoking 
submission focused on understanding cultural 
competencies and the impact this understanding can 
have when computing professionals are designing 
systems and tools. 

In her Thinking Like a Lawyer column, Johanna 
Blumenthal takes us through how lawyers are 
educated to examine issues. In her current submission, 
she examine responsibilities associated with open 
source code.

There are several news pieces including an update 
on the CS202X Society, Ethics, and Professionalism 

Knowledge Area and the upcoming SIGCAS 
Showcase.

Anna De Liddo describes her work on contested 
collective intelligence tools that "enable people 
worldwide to build shared understanding - even when, 
on the face of  it, they disagree. Another very 
interesting read.

 Michael Heron and Pauline Belford return with 
their next installment of  articles associated with the 
Scandal in Academia case study. In this article, they  
offer commentary on the Scandal, which provides 
academic context that supports deeper investigation 
into the case study.

Finally, my Parting Opinion, examines apathy and 
arrogance in the computing (and general) community 
with respect to the global climate crisis. The real 
question is whether computer science can save 
humanity from itself.

NEWS

From The Editor
By RICHARD BLUMENTHAL

COLUMN

Steering or Sleepwalking? 

By DOUGLAS SCHULER

Keywords:
Categories:

SIGCAS News
Social and professional topics → Professional topics 

Many of  you have read Moshe Vardi's recent 
column in the July 2022 Communications of  the ACM 
entitled An Association of  the Members, by the Members, for 
the Members. In the column Vardi discussed the need 
for a more transparent and accountable ACM and he 
used the example of  the strange disappearance of  
social responsibility. In January 2018, Vardi's column 
"Computer Professionals for Social Responsibility,' 
argued that "ACM must be more active in addressing 
social responsibility issues raised by computing 
technology." In response to that column, he was asked 
"to convene a task force and formulate 
recommendations on how ACM can become a leading 
voice on social responsibility of  computing 
professionals." I along with several others was invited 
to discuss this initiative with ACM leadership in 
February 2019 at ACM's headquarters and the short 
article I prepared for that meeting is included below. 
Vardi presented the task force recommendations to 
the ACM Executive Committee in April 2019 and, in 
his words, the response from ACM leadership was a 
"thundering silence." I had been very optimistic about 

participating in the meeting on this critical topic and 
disappointed when it was shelved. In July 2019 all of  
the participants in the April meeting received the note 
that basically said not to worry: other groups were 
doing similar things in relation to out-of-control tech 
(rendering any work ACM would undertake as 
redundant) and that ACM itself  was already involved 
in several activities that could be seen to fall under the 
heading of  "social responsibility." 

I salute the critical work that Vardi has initiated and 
is pushing forward. I'm certainly happy to see the 
social responsibility meeting that many of  us attended 
in New York brought out into the light — maybe we 
can get more traction the next time around. One of  
Vardi's April 2019 slides — even more relevant today 
— helps to capture the spirit of  the effort: 

“I believe ACM must be more active in 
addressing social responsibility issues 
raised by computing technology. An effort 
that serves as a central organizing and 
leadership force within ACM would bring 
coherence to ACM's various activities in 

this sphere, and would establish ACM as a 
leading voice on this important topic. With 
great power comes great responsibility. 
Technology is now one of  the most 
powerful forces shaping society, and we are 
responsible for it!”

And Vardi suggested that ACM convene a Summit on 
Tech and Social Responsibility which would lead into a 
Year of  Social Responsibility. 

And although there are now a variety of  groups 
working to cultivate social responsibility in tech, I see 
no reason to believe that their efforts would be 
adequate to provide a viable counter to the negative 
trends in computer-assisted authoritarianism, 
surveillance capitalism, AI in war and policing, etc. etc. 
If  the counter effort were magnitudes greater there 
might be more of  a chance. If  ACM is intended to 
exist more of  a professional organization, and less of  
an industry association, I'd like to think that it could 
be mature enough to tackle the negative implications 
of  computerization — even in the face of  inevitable 
and well-resourced resistance.

FROM THE CHAIR

The Strange Disappearance of  Social Responsibility 
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Addendum: I'm happy to note that on July 7, 2022, 
the ACM, with their announcement of  the ACM 
Journal on Responsible Computing, made a significant 
step forward in relation to social responsibility. 
Kenneth R. Fleischmann of  the University of  Texas at 
Austin, the editor-in-chief, seems particularly well-
suited to this endeavor and I'm pleased to serve as a 
member of  the Advisory Board. In my reading of  the 
call for contributions I see no evidence of  the 
invisible fences that often artificially hinder 
contributions that question or criticize the powers-
that-be or, in the case of  computing may encourage 
the grand, but often erroneous, slogans of  our time 
about the deployment of  computing systems. How the 
journal plays a role in these discussions will obviously 
depend on the work of  the authors and the editors 
but it represents a significant and hopeful sign. Is it 
enough to dampen my call for increased attention on 
social responsibility within ACM, other professional 
organizations, governments, and the computing 
industry? No.

The following is a very lightly edited version of  an article (or 
manifesto) that I prepared for the Social Responsibility Task 
Force meeting at the ACM headquarters on February 22, 
2019. 

Introduction
Modern deployment of  computing systems has 

exploded exponentially into all facets of  life. And it 
shows no signs of  abating.

The biggest actors in this deployment are now vast 
corporations and national governments and there is 
widespread belief  that the interests of  the public are 
being disregarded. There is a common feeling that the 
insatiable drive for profit for a handful of  gigantic 
corporations with their billionaire CEOs and for more 
control by governments are largely unchecked and the 
systems they develop are likely to get worse: they will 
become more deeply embedded into all facets of  our 
lives. They will become more demanding and 
obtrusive and thoroughly intractable. 

Dystopian futures are no longer only found in 
science fiction. The media brings new stories of  
privacy scandals and manipulation every day, often 
accompanied with unqualified hype and promise of  a 
glowing tech future for all. Academics are now 
routinely writing about vast systems that are, and will 
continue to be, insinuated into media, discourse, 
politics, economy, employment, behavior, our bodies 
and our minds. In a recent issue of  the Journal of  
Democracy (January 2019), for example, four articles 
under the broad title "The Road to Digital 
Unfreedom" describe “postmodern 
totalitarianism” (Diamond), “personal-data 
surveillance economy” (Deibert), dangers posed by 
the proliferation and abuse of  AI (Feldstein) and 
advanced digital technologies to build a 
comprehensive system of  monitoring and control in 
China (Xiao). And this doesn't really touch on many 
of  the other scary propositions we face involving 
computers and war, autonomous vehicles, toxic 
determinism / optimism, big data & AI mythology, 
treatment of  workers, monopolistic practices, too 
much power, education, determination of  research 
directions, moving all resources to tech, false 
promises.

The new computer systems are already taking their 
tolls on the most vulnerable. These groups include 
economically disadvantaged people, indigenous 
people, people of  color, children, etc. In addition to 
the problems above, there are vast issues such as 
climate change and other "wicked problems" that are 
not receiving the resources, including time, that will be 
required if  we as societies and stewards of  the planet 

are to make any actual progress.

Acknowledging the Need and 
Answering the Call 

The following is a draft which has not been 
approved or reviewed by the ACM or anybody in any 
official capacity. It reads somewhat like a mission 
statement, however non-succinct, which was part of  
the idea: It contains elements of  the work that I 
believe need to be acknowledged and vigorously 
pursued.

As the world's oldest and largest association of  
computer professionals ACM must acknowledge its 
debt to society, its potential influence, and its 
responsibility to face today's vexing social and 
environmental issues. ACM also acknowledges that 
many of  these issues are now global, representing a 
historically new, qualitatively different, stage of  human 
history. 

Unfortunately many of  the problems facing us are 
enabled through computing systems. Many risks are 
exacerbated by computers — with the aid of  
computers we can do more damage faster. 

While maintaining the faith that information and 
communication technology provides significant 
opportunities, we acknowledge the grave challenges 
presented by contemporary computing systems. The 
speed, reach, unexpectedness, and increasing 
autonomy of  computerization, and the difficulty of  
influencing these powerful and well-resourced 
enterprises make special demands on this profession.

To fulfill its obligations, ACM must be more 
involved in asserting the need for social responsibility 
and working to ensure that this work incorporates 
discussion and action.

Computer scientists have unique roles to play but 
there are also important caveats. As computer 
scientists whose interests and livelihoods revolve 
around computing, we may underestimate the threats, 
assume they will go away on their own, or believe or 
hope that somebody else will take care of  them. 
Moreover, if  computer scientists speak only among 
themselves or are encouraged to think they have the 
authoritative perspective, they may not respect people 
or approaches with perspectives that differ from their 
own. The hubris of  computer professionals and 
corporations — at least some of  them — can be 
stunning. Some number of  them feel obliged and 
informed enough, for example, to advocate for 
wholesale "transformation" of  education, democratic 
processes, the economy, etc. based on hazy and 
uncertain promises of  next-generation technology. 
Far-fetched claims along these lines are legion and 
represent a somewhat one-sided public marketing blitz 
against a somewhat naive public. 

ACM has the vital responsibility to also give voice 
to people who are most affected adversely by 
computer systems. This often includes the 
economically disadvantaged, people of  color, 
indigenous people, minority populations, people with 
disability, children and others. 

ACM has the responsibility to have give voice to 
credible critics of  computing deployment; it is not a 
cheering section for the tech industry or for 
technology as a cure-all.

ACM, as an organization of  computer 
professionals, many of  whom are connected to 
influential and well-resourced organizations and 
institutions, faces inherent challenges which must be 
acknowledged. In a legitimate pursuit of  social 
responsibility related to computing ACM will need to 
face — and even help cultivate and develop — strong 
critiques of  these powerful players. It may also be true 

that ACM inadvertently promotes practices that are 
harmful — that discourage social responsibility. This 
may happen because ACM is intertwined with a broad 
academic, research, corporate, government ecosystem. 
This means that considering the entire sphere of  
computing, including education, ACM conferences 
and resources, livelihoods and work practices related 
to research and development, distribution of  
resources, research directions, and, even, ACM's basic 
mission, might require reconsideration. 

ACM not only needs to collaborate in work to 
prevent damage to the social fabric (fake news, 
surveillance, etc.) but to help pursue solutions to the 
vast problems that face us including, for example, 
social exclusion, economic injustice, environmental 
degradation and climate change. This could include 
supporting the development of  new public 
deliberation platforms or non-surveilled public media. 

In addition to facing already existing threats, due to 
the speed and the possibly immense effects of  digital 
systems we will also look ahead with eye towards 
impending disruptive issues (possibly relating to 
privacy, body and brain interventions, media and 
cultural ecosystems, norms, identity, employment, 
power, land use and misuse, among others). To this 
end we will convene, participate in, or help facilitate 
citizen boards, participatory technology assessment, 
workshops, forums, and other activities that further 
understanding of  computing in society and the issues 
we face.

We acknowledge the broad areas in which we have 
influence and our awesome social responsibility which 
is more critical than ever before. At the same time we 
also realize that there are limits to our influence which 
behooves us to envision our role as one among many. 
ACM must be an active discussant in the broader 
community worldwide. This should include 
collaboration with other professional associations in 
technology and outside of  technology. These groups 
potentially know more about particular issues but 
computers draw many of  the issues together and 
enable / cause them.

Finally, social responsibility is not something that 
can be accomplished in totality or overnight, let alone 
through isolated and disconnected actions or events. 
Social responsibility must be a permanent, 
collaborative, and sustainable enterprise. 

ACM alone cannot bring about social responsibility 
for the uses of  computing in society, but as an 
organization that benefits from computers and helps 
to usher in these systems, we must accept the 
challenge of  fully engaging in the dialogue 
surrounding their use. 
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There is a push right now across ACM that is 
gathering momentum. This push is for increased 
attention to cultural competency [16] in the training of  
computing professionals. In fact, the CS202X: ACM/
IEEE-CS/AAAI Computer Science Curricula 
Taskforce [5] has a knowledge area subcommittee 
devoted to SEP or Society, Ethics, and 
Professionalism [6]. This subcommittee is currently 
proposing a new set of  student learning outcomes 
under the heading of  Justice, Equity, Diversity, and 
Inclusion. These new learning foci include the 
identification of  underlying assumptions and values 
built into system designs and the recognition and 
description of  the impact of  diversity and under-
representation of  identities in the computing 
profession. The emphasis on underlying values and on 
describing impacts is not accidental. As many have 
come to recognize, computing has a legacy of  
compartmentalizing social concerns [3] (and social 
costs), and this segregation of  intellectual concerns is 
often facilitated by the distance between those who 
design [10] and those who experience the impacts of  
those designs. This new curricular push within ACM 
and IEEE is about equipping future computer science 
graduates with the cultural competencies that they 
need to connect the values informing local design 
practices to the public impacts of  those designs.

Examining impact as a means for identifying the 
cultural values of  a system is not a new idea. For many 
years now, those engaged in fairness studies have used 
terminology such as “disparate impact” to point to 
systems with racist, sexist, or other discriminatory 
outcomes. The terminology itself  (disparate impact) 
comes from US Labor Law and it “refers to practices 
in employment, housing, and other areas that 
adversely affect one group of  people of  a protected 
characteristic more than another, even though rules 
applied by employers or landlords are formally 
neutral.” [17] This notion of  ‘formal neutrality’ has 
particular implications for computing as rules or 
algorithms are often imposed within a decision-
making system [14] that do not include any explicit 
reference to gender or race or any other protected 
class of  people. As a result of  this lack of  explicit 
prejudice, algorithmic designers may feel they are 
wrongly maligned when a system produces or 
amplifies inequities, and they find themselves vilified 
in the public eye or the recipient of  unpleasant legal 
proceedings.  In retrospect, it is often possible to see 
how latent classism [9], racism [7], ableism [4], and/or 
sexism [15] resulted in a particular system design. 
Computing professionals are increasingly being 
confronted with the reality that discriminatory intent 
can be irrelevant to determining accountability when 
an adopted system is found to have a disparate impact.

The increasing expectations for social 
accountability that computing professionals face 

means that computing programs must better equip 
students with greater awareness of  how racism (for 
example) and other inequities might get baked into or 
inadvertently hidden behind, what is otherwise a 
‘neutral’ rule.  In my Social Impacts of  Computing 
class this spring, students read prominent sociological 
theorist Ruha Benjamin’s article in Science [2] where 
she walks the reader through the racially disparate 
impact of  an algorithmically driven health care 
optimization service. In this example, an algorithm 
used to predict risk, and thus optimize the assignment 
of  healthcare services, was producing similar risk 
scores regardless of  race, and these scores under-
reported the higher health risk Black patients 
experienced. In analyzing the disparate outcomes of  
this tool, researchers determined that the mistake was 
the use of  care costs as a proxy for the level of  need 
for that care. Their assumption being that more 
money was being spent by/for sicker people. This 
assumption ignored the well documented healthcare 
disparities experienced by Black people in the United 
States and as a result, it treated healthcare spending as 
a neutral variable. As Benjamin states in her article, 
“coded inequity is perpetuated precisely because those 
who design and adopt such tools are not thinking 
carefully about systemic racism.” 

Late this spring, after having the opportunity to join 
a small group discussion with visiting speaker, Dr. 
Timnit Gebru who gave a talk titled, “The Hierarchy 
of  Knowledge” [8], I learned there was a name for the 
practice of  using diversity efforts as a kind of  guise to 
avoid addressing the underlying causes of  inequity and 
to paradoxically perpetuate racist and gendered 
practices. According to academic, Keeanga-Yamahtta 
Taylor, the term predatory inclusion “explains how, 
even when black people are no longer legally excluded, 
the consequences of  their decades-long exclusion 
shaped the terms upon which they were included” [1].  
In other words, when we make proclamations in our 
colleges and in our companies that we have solved 
racism, that we are no longer part of  ‘the problem,’ all 
we are really doing is permitting the status quo to 
persist, perpetuating a legacy of  institutionalized 
racism. This is why terms like anti-racism are so 
important. They point to an intentional act of  
resistance, a stance that simultaneously acknowledges 
the legacies of  white supremacy and the necessity for 
action in order to disrupt their effects. In computing 
education, this means never assuming one’s classroom 
is a neutral space. The context of  that classroom (or a 
lab or a workroom) is never divorced from its context 
in society no matter the politics of  the instructor or 
the seemingly objective nature of  the course material. 

This is why terms like anti-racism

are so important.

Much like hiding behind a seemingly arbitrary rule, 
some are using diversity (or ethics [13]) as a branding 
strategy, co-opting social justice movements in order 
to suggest that there can be an entirely new mode of  
conduct brought into being overnight and in a 
vacuum. We see slogans and t-shirts and mission 
statements on web pages advertising various 
computing organizations’ commitment to equity and 
inclusion, as if  it is possible to choose to distance 
oneself  in the U.S. from the racist policies, laws, and 
crimes of  the past. Recognizing the difference 
between politically adopting diversity like a cause, and 
the costly role of  being co-conspirator with those who 
have been marginalized in computing is essential for 
our field to embody real antiracist practices. Being a 
co-conspirator is a lot harder than joining the DE&I 
taskforce. Don’t get me wrong; justice, diversity, equity 
and inclusion (JEDI) are worthy and worthwhile goals 
that should be integrated in every aspect of  what it 
means to engage in education or technological 
development. That said, there is a tremendous 
difference between joining a committee as an ally and 
demonstrating “the willingness to put yourself  on the 
line. Whether it’s assets, reputation, time, connections 
or other resources––co-conspirators always have skin 
in the game” [11]. Hiding behind mottos, mission 
statements, and taskforces is only reassuring to those 
with the privilege to not have to worry whether an 
organization’s advertised commitment to JEDI 
principles is sincere.

Taking the opportunity to learn about the history 
of  systemic racism (or sexism or ableism) in one’s 
country, community, or profession is just one example 
of  a way that those hoping to join the computing 
industry can equip themselves to be better developers 
and more equitable designers. Recognizing the need 
for a less siloed, less intellectually segregated 
education is precisely why the new student learning 
outcomes are being proposed for the SEP knowledge 
area mentioned at the beginning of  this entry. We 
cannot all of  us know everything there is to know. 
Fortunately, developing cultural competency does not 
mean knowing everything. It is a reasonable 
expectation that we do more to learn the history of  
our field and about the identities of  the people 
experiencing the products of  our designs. It is 
reasonable to expect researchers to become minimally 
educated in theories of  race, intersectionality, and the 
ethical collection of  human data [12]. And we can 
develop an openness to examining the impacts of  the 
systems and tools we design so that when problems 
are identified, we can demonstrate accountability by 
making swift corrections that realize the values of  
justice, equity, diversity and inclusion that we claim on 
our website.
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In a nutshell, CS202X refers to the current effort to 
revise the curricular guidelines for undergraduate 
degree programs in computer science. These revisions 
are being managed by a Steering Committe comprised 
of  representatives from the ACM, IEEE-Computer 
Society, and AAAI. Following the previous curricular 
revisions in 2001 (CS'01) and 2013 (CS'13), the 
proposed guidelines are broadly partitioned into 
categories referred to as Knowledge Areas (KAs). 
Each KA has an associated sub-committee consisting 
of  a Chair and members from the Steering 
Committee, as well as subject matter experts from the 
computing community. SEP refers to the Society, 
Ethics, and Profesionalism KA within the proposed 
CS202X curricular report.

The Steering Committee continues to seek 
additional input on each KA from the broader 
computing community, including academia, industry, 
governments, interested organizations, and individuals 
via a variety of  mechansims. At the most general level, 
anyone can use the public web site 

https://csed.hosting.acm.org/  
to provide suggestions, review the proposed 
guidelines, and submit feedback on each proposed KA 
to the varioius subcommittees ("Alpha" versions of  
most KAs are available for review. The Steering 
Committee has also presented its ongoing work at 
various venues, such as the Computing Research 
Association's "Snowbird" and SIGCSE conferences),  
announcements to various messaging forums, and a 
international survey of  computing educators and 
practitioners.

As referenced in Michelle Trim's article in this issue 
of  Computers and Society, the SEP subcommittee is 
proposing a revised set of  learning outcomes focused 
on issues related to computers and society. The SEP 
subcommittee has also recommended that each KA 
include a Knowledge Unit (see below) focused on 
SEP, in addition to the existing SEP KA. This 
recommendation intentionally highlights the 
importance of  teaching SEP issues across the CS 
curriculum, as well as in a dedicated course, as 
supported by the literature [1]. This recommendation 

was supported by the Steering Committing, during its 
July 29-30, 2020 meeting. In order to make this more 
concrete, let's examine the proposed Algorithmic 
Foundations KA, as a specific example

Before presenting this KA, however, since we may 
have new SIG members who are not faimilar with the 
structure of  the most recent previous curricular 
guidelines, an overview of  decomposition of  a KA is 
worthwhile before giving this example. Hence, in 
CS202X, KAs are further partitioned into Knowledge 
Units (KUs), which are, in turn, comprised of  topics, 
learning outcomes, and dispositions, with the latter 
being new to CS202X. 

With this structure in mind, let's examine the 
proposed KUs in the Algorithimic Foundations (AL) 
knowledge area.

• Fundamental Data Structures and Algorithms,
• Algorithmic Strategies,
• Complexity Analysis,
• Automata and Computability Theory, and
• Algorithms and Society.

The first four of  these KUs are essentially a reworking 
of  the KUs included in the AL area from CS'13. 
Though, they now include coverage of  algorithms 
specifically focused on issues related to computers and 
society, such as Differential Privacy, SHA-256, and 
Blockchain, the latter being the most requested new 
algorithm to cover in the CS202X survey feedback. 
The last KU obviously focuses directly on computers 
and society issues that are more general than specific 
algorithmic techniques. For example, proposed 
learning outcomes for this KU include

• Consider and explain the impact that an 
algorithm’s design will have on society when 
used in solving real-world problems, while taking 
into account that an algorithm can affect 
different societal groups in different ways.

Such outcomes are designed to encourage educators 
to address SEP related issues in every course and, for 
this particilar example, support the first principle in 
the ACM Code of  Ethics and Professional Conduct 
that "all people are stakeholders in computing".

As alluded to earlier, dispositions will be included in 
each KA, and possibly in each KU. As defined in the 
overarching Computing Curricula 2020 report, 
dispositions complement the desire to have students 
"know what" associated with knowledge in the KA/
KU topics and the desired "know how" skills 
associated with learning outcomes. Specifically, 
dispositions address the "know why" aspects of  
learning that support career success, as represented by 
"intellectual, social, and moral tendencies" that can be 
addressed with feedback, but not necessarily taught to 
a student. Although, it remains an open question as to 
how dispositions will be precisely treated within 
CS202X, the proposed dispositions for the SEP area 
are currently: Professional, Responsible, Critically Self-
reflective, Responsive, and Proactive.

Perhaps the single most important assumption 
underlying the CS202X effort is that increased input 
from the computing community and the broader 
society across a diversity of  perspectives will lead to 
better CS curricular guidelines. Consquenlty, it's 
important for the SIGCAS membership to contribute 
to this endeavor.
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THINKING LIKE A LAWYER

Early one July morning, my husband and I were 
sipping our coffee and catching up on news when he 
made a comment that I couldn't ignore.  He said 
something to the effect of: "what an immature 
response".

It turns out my husband was referring to the 
response of  Markus Unterwaditzer to PyPi's new 
requirement that maintainers of  "critical" packages 
have two factor authentication as described in the 
Cyber Report article published July 9, 2022 entitled 
PyPI mandates 2FA for critical projects, developer pushes back 
[1]. Once my husband explained the important details, 
we got to talking. Although removing a package/
library from an open-source repository as 
Unterwaditzer did might seem a childish reaction to a 
relatively minor requirement that shored up security, I 
understood his concerns. As I expressed my thoughts 
on the matter, I realized, that I had fallen into the 
exact perspective that this column is all about; I was 
thinking about the issue like a lawyer. 

Given that this particular scenario may be of  
interest to our general readership and the fact that this 
sort of  scenario is presented to me by colleagues 
frequently, I have decided to use it as an example of  
how lawyers break down scenarios in order to answer 
legal questions about them. For purposes of  this 
discussion, and in order to avoid confusion, I will be 
discussing the general situation in which a maintainer 
of  an open source repository, such as PyPi changes 
standards for its open source repository items in a 
manner that would cause an open source item 
maintainer, such as Unterwaditzer to make changes to 
one's code in order to get their code up to the new 
standards. In referring to those in the position of  
PyPi, I will be discussing open source library 

providers (OSLP). In referring to those who maintain 
open source libraries/packages I will use the term 
Open source maintainers (OSM). Libraries and 
Packages are used interchangeably.

Issue Spotting
As any first year law student knows, when 

presented with a legal situation, the first step to legal 
analysis  is issue spotting.  Although there is no one-
size fits all way of  going about issue spotting, I usually 
approach this from a few angles depending upon how 
the situation was presented. The broader and less 
specific the situation presented, the more complicated 
the answer usually gets. A broadly presented situation 
gets complicated quickly because so many of  the 
specific details that would narrow the analysis are left 
out. The attorney is left to imagine an ever expanding 
tree of  possible paths that the initiating scenario could 
lead to. 

For those of  you in software development, think of  
this as a seemingly simple feature request blossoming 
into a massive feature. When an issue is as broad as 
possible (not uncommon for a law school exam), I 
start brainstorming. I look for potential parties, 
potential harms and potential claims that might be 
made. In this early stage,  I ignore many specifics, such 
as the laws that would be applicable in a specific place 
to a specific defendant, whether the claim would be 
civil, administrative or criminal and the like. 

• Potential Parties: OSLP; OSM; developers who use 
OSM's package; end users of  the final software 
products that make use of  such packages.

• What Types of  Harms: Identity Theft, Privacy 
violations; unjust enrichment; loss of  business 

• What claims Negligence: Products Liability: Breach 

of  contract; Failure to Provide Reasonable 
Security; 13th Amendment Violations/unjust 
enrichment

Once I have that basic sketch, I can expand upon 
this sketch by fleshing out my initial thoughts. I like to 
do this by trying to pin down who might be making 
what claims.

OSLP: OSLPs make many third party open source 
libraries accessible to the public.  If   an OSLP were 
involved in some sort of  legal claim, it would likely be 
due to something in the library causing harm to 
someone. In the realm of  software, we can imagine 
harm done due to malicious packages or security holes 
making end users vulnerable. 

OSM: OSMs often maintain items in open source 
libraries for free as a sort of  common good for 
others.  If  OSM were involved in some sort of  legal 
claim, I can imagine it either being about the OSM's  
package doing harm; the removal of  the package 
causing harm or being responsible for not continuing 
to maintain the package.

Developers who use the library: Open source libraries 
are widely used by developers in other projects. 
Sometimes these libraries or packages are fetched as 
needed from a source. If  such developers were 
involved in a claim, it would likely be based upon the 
library having a vulnerability, malicious code or the 
software breaking that relies upon the package or 
library in a way that causes harm. 

 At this point, we have done enough in the issue 
spotting to move on to the next step of  analysis.

Rules
The questions and key terms from our issue 

spotting will help us to find the Rules relevant to our 
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analysis. Rules refer to laws, administrative rules, 
regulations and established precedent.

Liability for harm caused: Although liability is a 
general term that can apply in many areas of  law, the 
phrase "liability for harm," is highly associated with 
tort law. Tort law is the area most known by the lay 
person. Tort law includes the most commonly thought 
of  types of  case such as: car accidents, malpractice 
and products liability. Each specific tort requires 
elements to be proved. For Example, Negligence 
requires the defendant to 1) have a duty to the 
plaintiff, 2) the duty was breached, 3) the plaintiff  has 
an injury and 4) the breach in the duty caused the 
injury. This is an area that is always factually sensitive. 
Whether or not someone had a duty to another can 
depend upon the circumstances. Furthermore, 
whether they met that duty often involves expert 
opinions regarding the standard of  care in the 
industry and considerations of  what was reasonable.  

Breach of  contract: In any general analysis like the one 
being examined in this example scenario, after 
considering liability in negligence, products liability, 
etc., I always consider whether there were any duties 
explicitly assigned to a party. Contracts are the main 
mechanism through which we assign responsibilities 
to parties. Contracts are everywhere in the land of  
software. They are in the terms of  service, in work 
relationships and in licensing agreements. In 
evaluating liability out of  a contract claim, one must 
show that there was a valid contract between the 
parties, that a responsibility under the contract was 
breached and that injury resulted. 

Violation of  Rights: In general rights are most readily 
found in a constitution or declaration. However, 
additional rights are often derived from these specific 
rights. The rights that readily come to mind in a 
situation like this are: rights to privacy, rights to one's 
intellectual property, freedom to contract, security 
rights, right to practice one's profession. A rights 
analysis can be difficult as these claims  differ. with the 
harm being a violation of  rights. For example, if  you 
worked without pay, this is a harm rooted in rights, 
but often rectified in an unjust enrichment claim. 
Breaches of  Privacy are often brought through 
negligence or consumer protection claims. 

Industry Specific Laws: The Industries that are directly 
implicated in this scenario are: software, consumer 
protection, internet security and freedom, intellectual 
property as it relates to software licensing.

Application
So far we have some general ideas of  where our 

analysis may go, but in order to proceed, we need to 
get more specific. This is because I can't use specific 
laws or precedent without more specifics. There is just 
too much information missing to say anything 
concretely. By way of  illustration lets imagine some 
more specific scenarios.

Scenario 1: First, let's look at this variation on our 
scenario. One of  the items in the OSLP's library has 
been implicated in a security breach that allowed bad 
actors to gain access to the personally identifying 
information of  thousands of  individuals. Although 
the thousands of  individuals harmed are customers of  
third parties, these third parties used the package in 
the OSLPs library as part of  their system. Post-breach 
analysis has revealed that the security hole was 
introduced when the OSM's account was breached 
and changes were made to the OSM's package. The 
federal trade commission, lawyers for OSLP, lawyers 
for OSM, lawyers for the third parties using OSM's 
and lawyers for those harmed are all looking into the 

situation. 
OSLP claims that their terms of  service clearly 

require OSM's to have two factor authentication in 
order to prevent this type of  harm. Furthermore, the 
library itself  contains numerous disclaimers stating 
that the OSLP does not guarantee the standards of  
the packages in the library and that the responsibility 
is on the developers who use the packages to 
determine the appropriateness of  using the package in 
their project. 

OSM claims that the requirement for two factor 
authentication was not there when the package was 
added and that they cannot be forced to continue 
maintaining the package forever in order to meet 
changing standards imposed after it was added. OSM 
has made no changes to the package since the 
standards changed. OSM also argues that the package 
was published under the MIT license and is provided 
"AS IS" [2]. The FTC is looking into everyone to 
determine if  their actions were "reasonable." They are 
leaning towards the view that OSLP ought to have 
removed OSM's package when OSM failed to comply 
with the new standard or notify library users. 

Third Parties Using OSM's software claim that 
OSLP is a standard in the industry and is known for 
being secure. They have in the past received 
notifications of  deprecated packages when OSLP 
cannot verify the package is being actively 
maintained.  

All have legal points. Which one or ones prevail 
depend a lot upon what else each party knew, how 
each party's role is classified legally and what other 
precedents, rules, regulations and guidelines exist. This 
is what a lawyer would research and talk to potential 
witnesses about. 

All have legal points. Which one or 

ones prevail depend a lot upon what 

else each party knew, how each 

party's role is classified legally and 

what other precedents, rules, 

regulations and guidelines exist.

Scenario 2: Let's consider a slightly different 
scenario. OSLP has been advised by its counsel that it 
should change its terms of  service in order to shore 
up some security gaps. OSLP notifies OSM of  the 
changes. OSM doesn't have the time to make the 
necessary changes to OSMs package, so OSM 
removes the package from the library. Third party 
software that was using the package suddenly find 
their software is not working properly. Many hours 
were spent fixing the problems and this was a huge 
problem for business relying upon the package. Once 
again everyone is analyzing the situation.

Third Party users of  OSM's package say that it was 
irresponsible for OSM to act so suddenly. OSM 
should have given them time to deal with the issue 
before it happened. They are also angry with OSLP 
for allowing this. Since OSM is a member of  ACM, 
Third Party reported OSM to ACM Committee On 
Professional Ethics (COPE) for failure to retire an 
integral software responsibly1 [3].

OSLP says that it is not responsible for OSMs 
actions and it does not own the package OSM 
created.  Furthermore, OSLP found out at the same 
time everyone else did. Additionally, OSM says that 
third party is threatening OSM's livelihood and 
defaming  OSM. Furthermore, OSM claims that he 

has a right to stop maintaining a package that he is not 
being compensated for. OSM further claims that 
OSLP has no procedures for deprecating a package 
when the OSM no longer wishes to maintain it. OSM 
states he contacted OSLP to see what his options 
were. 

Conclusion
After analyzing the case and comparing it to other 

cases and scenarios an attorney would state what 
claims each party likely has and why. Doing this is 
outside the scope of  this article.

As I hope the reader can see, this is a complicated 
analysis that depends a lot upon what is being asked 
and the specifics of  the scenario. If  these real world 
scenarios were straight forward, we would have no 
lawyers and no judges. As such, when you ask a lawyer 
a question, they try to answer it, but cannot really give 
a definitive answer in the abstract. Even with all the 
specific facts and applicable law in front of  them, 
these analyses still involve risk and. uncertainty. 

When I think about the PyPi situation, I think 
about a lot of  what is above. I conclude that it is 
reasonable for PyPit to require 2 factor authentication 
of  maintainers. They are probably worried about the 
recent situations in which OSMs have had breaches 
and malicious actors stepped in and caused harm 
They are worried about being liable for making these 
packages accessible. I think about Unterwaditzer. Most 
of  us cannot afford to give all of  our time away for 
free. We resent the fact that things we do out of  the 
goodness of  our hearts get abused. If  he must make 
changes every time he is notified of  a standards 
change, he may spend more time than he has to 
volunteer. On the other hand, removing the package 
and then re-uploading it simply so it is no longer a 
``critical" package leaves a bad taste. Although it 
technically solved his problem, it did nothing to deal 
with the concern PyPi was trying to notify him about. 

As an evolving field, the laws are still catching up in 
these spaces and there are a lot of  grey areas. Open 
Source Licenses are being analyzed, Terms of  
Services, what responsibility internet platforms have 
for the content on the platform, what constitutes 
reasonable security and who needs to provide that. As 
an ACM SIGCAS member, these are the 
conversations we need to engage in. After all, we are 
the experts law makers look to when they try to clarify 
these issues. 
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Technology has made it easier to communicate across distances than ever before. However, today it is often blamed for sowing social division. It doesn't have 
to be this way. We are creating intuitive online tools to help people come together, build consensus, and find common ground to act, even when they disagree.

There are no simple solutions to complex societal 
challenges. Whether it is climate change or addressing 
the devastating impacts of  the coronavirus pandemic, 
the questions these issues pose to humanity do not 
have a single correct answer. Tackling them requires 
collaboration from governments, charities, companies 
and individuals. Nevertheless, at a time when society 
seems dominated by dogma and discord, building 
consensus about what action to take can feel like the 
greatest hurdle to overcome. 

We can't overlook the internet's role in fanning the 
flames of  division. Fake news and social media 
bubbles filter our reality and have the power to 
entrench us on one side of  the argument and prevent 
us from understanding others' views. However, our 
research in collective intelligence also finds that 
technology can be a powerful tool to help us find 
common ground, even in cases when it appears we 
couldn't be farther apart.

Building Consensus
For over a decade, I've been making a case for a 

new type of  technology-enabled collective intelligence 
to help people make sense of  and co-create innovative 
solutions to complicated challenges [4].

The online Contested Collective Intelligence (CCI) 
tools I've built harness the power of  technology to 
enable people worldwide to build shared 
understandings – even when, on the face of  it, they 
disagree. By combining advanced computational 
methods, such as natural language processing and 
machine learning, with intuitive multimedia 
interactions, these easy-to-use tools harness and 
structure online conversations, to identify both stated 
and unstated points of  agreement. They then generate 
visualisations of  these points of  understanding, which 
we can show people to help them reflect on each 
other's ideas and make collective decisions. Mining 
online conversations (with people's consent) also 
produces a wealth of  data we can analyse even further 
to understand the fundamental nature of  
sensemaking, the social and cognitive process through 
which humans make sense of  their collective 
experience [2].

Bridging Divides and Healing Divisions
Society's division and disagreement are no more 

evident than in the political arena. Working with 
colleagues from The Open University's Knowledge 
Media Institute and The University of  Leeds, I've 
applied my research to build a new collective 
intelligence platform to help people think critically 

about political and societal issues and challenge their 
prior assumptions. These are crucial skills people need 
to bridge divides and reduce social conflict. 

The Democratic Reflection1 web app harnesses 
real-time audience feedback on live or recorded 
events, such as televised election debates. It allows 
users to engage with the political debate in a truly 
personal and immersive way, empowering them to 
express their spontaneous reactions, reflections and 
feelings in real-time before group dynamics can bias 
them. Users watch political broadcasts in the app, on 
their computer, tablet or mobile device while 
simultaneously expressing their reaction by clicking 
digital flashcards representing their views. The app 
then records, aggregates and automatically analyses 
users' feedback to produce personal learning analytics 
that they can explore at the end of  the debate. This 
aggregated feedback also offers valuable insights on 
citizens' trust, democratic entitlement and nuanced 
reactions.

Trials with broadcaster ITV during the 2015, 2017 
and 2019 UK general election leaders' debates 
demonstrated the power of  the technology to 
promote critical thinking and shift political opinion 
[3]:

"I came into this group more or less 
decided on what I was going to vote for, 
but the statistics completely changed my 
mind, so that helped" 

"To someone who's really undecided on 
who to vote for, it is quite interesting to 
see what my reactions were […] I was a bit 
like oh, right. Okay, so obviously, I agree 
with what they're saying. Maybe I need to 
go back and look at their manifesto and 
read it all through again." 
~ 2017 trial participants. 

We're now applying the same approach to efforts to 
help communities heal after the 1994 Rwandan 
Genocide. Working with the UK-based NGO, The 
Aegis Trust, we've used the Democratic Reflection 
app to support peace education by encouraging people 
from both sides to reflect on videos that tell the 
human stories of  this brutal episode in the country's 
history. By actively engaging people to challenge 
remaining divisions, ideologies and resentments, this 
peace education has helped people learn from the 
conflict, especially those born in the 25 years since it 
ended. 

Crowdsourcing Community Capabilities
The same methods can also help professional 

communities pool resources, expertise and 
crowdsource solutions to problems. Since 2014, I've 
worked with the UK's professional body for health 
visitors, the Institute of  Health Visiting (iHV), to 
create and manage The Evidence Hub. The online 
platform allows iHV members to share, reflect on and 
develop their professional practice based on the latest 
scientific evidence and their collective experience in 
the field. The network has created opportunities to 
collate evidence and present it to public health 
policymakers. 

The Brazilian open research community, 
COLEARN, has also used our cloud-based LiteMap 
tool to build collaboration between school teachers 
and university researchers, remotely and at scale, in a 
way rarely seen in the massive and geographically 
diverse country [7]. The network has employed the 
tool's debate visualisation, collaborative knowledge 
mapping, and argumentation technology to support 
thousands of  teachers and researchers to develop 
coordinated online learning opportunities for school 
pupils on diverse themes from genetically modified 
foods to Zika virus response [6]. 

It is important to be critical of  technology that 
exacerbates society's ills, but we should never forget its 
extraordinary potential to unite us. Addressing today’s 
pressing challenges will require humanity to work 
together on an unprecedented scale. How we design 
and use the tools at our disposal to do this will define 
us.    

As computer professionals with a social 
responsibility [1, 8, 5, 9], we need to join forces to 
imagine new technologies that are designed to unite 
us, with democratic, diversity and equity values at their 
core. Our research demonstrates that such 
technologies have the potential to scale the impact of  
positive actions and accelerate positive social change 
even in very contested situations, thus providing an 
example of  how technology can be as well leveraged 
to mitigate (or even prevent) society's ills. 
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Afterword by Douglas Schuler

Looking at the Bigger Picture: The 
Need to Build the Democratic Village

The suite of  tools that Anna De Liddo describes 
above which explore the power of  disagreement is an 
intriguing, promising and exciting step. Her work 
demonstrates how important, creative research can also 
be aligned with the common good. At the same time, it 
spotlights the need for a "village" of  people working 
with each other to some degree but bringing a diverse 
set of  skills, knowledge, resources, and institutional 
goals to the table. The ultimate aim, making an impact 
on democratic practices, while beyond the scope of  
this short piece, will require complementary actions of  
a diverse set of  actors — including "ordinary" people.

We need to have a better understanding of  what 
encourages — and what degrades — democratic 
culture. We need to experiment with new deliberative 
and other venues in diverse locations to discover what 
works better in one place than in another and why. 
Lots of  other questions need to be considered. How 
many "bad actors" does it take to break the various 
democratic approaches now being developed? (An 
important question, given the precarious state of  
democracy around the world.) What is it exactly that is 
"learned" through engaging with systems like the ones 
discussed above? And are the participants learning 
what we hoped or expected that they would learn? And 
how persistent is the learning? And would the sum of  
all these learnings diffuse into the culture, helping to 
make it more resilient than it had been? (We hope!) 
How do tools like the ones described here integrate 
with other approaches that others are working with. 
And there are still other questions: what resources are 
needed to do this work in larger scales and in more 
locations? What types of  new policies are needed, now, 
to encourage this work, and, in the future, to sustain it? 
And can this work help undo the damage that has been 
done already — or is it too little, too late. 

The research presented above, as well as the 
proposal to build “the Democratic Village”, both start 
from the profound belief  that little efforts, if  
connected, can make radical changes. To achieve this, 
academics, researchers, educators, designers, and 
technologists will all need to be involved. And 
businesses, government, and, most critically, people, 
since they will be the ones who will determine the 
ultimate success and failure of  the enterprise.

Lots of  questions. Too many for one person or one 
discipline. Yet all of  them are important if  we are 
serious about using tech in any way to upgrade our 
democracy for 21st Century challenges.

The SIGCAS Executive Board invites all members 
and the broader computing community to join us for 
the Annual SIGCAS Showcase. The planned agenda 
includes:

Announcements
Making a Difference Award

Oustanding Service Award

Panels

Social Responsibiity in the 

Computing Profession

Research in Computing for the 

Social Good

Sustainability and Green Internet

Civic Tech for Civic Communities

Panelists Include:
• Roba Abbas, University of  Wollongong, Australia
• Chris Coward, University of  Washington 

Information School
• Anna De Liddo, Knowledge Media Institute of  

the Open University, UK
• Esther Jang, Paul G Allen School for Computer 

Science and Engineering
• Katina Michael, University of  Arizona; IEENeha 

Kumar, Georgia Tech; ACM SIGCHI
• Moshe Vardi, Rice University, ACM

Meeting

Town Hall Meeting

Specific detail and registration information can be 
found ar our Website:

https://sigcas.org/events/

sigcas-showcase-2022/

Second Annual
SIGCAS Showcase

September 14 & 15
10a PDT in US (GMT -7)

Two Four-Hour Sessions

Virtual Event
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The Scandal in Academia is an extended fictional case-study intended for use as a teaching and discussion aid for educational practitioners looking to 
introduce elements of  computer ethics into their curricula. Inspired by Epstein’s Case of  the Killer Robot, it is a full-cycle scenario involving many individuals 
which touches upon the complexity and interrelations of  modern computer ethics. It has been trialed and evaluated as a teaching tool by the authors and with 
multiple groups since then. However its utility as a general resource is limited without the academic context that supports deeper investigation of  the material. 
It is to address this issue that the authors offer this commentary on the Scandal, with a focus on the eleventh and twelth newspaper items presented within.
This paper focuses primarily on the articles Hacker is Postgraduate Student and Clean Out at Scandal Linked Journals.

1 INTRODUCTION
The scandal in Academia [24] is an extended 

fictional case-study intended for use as a teaching and 
discussion aid for educational practitioners looking to 
introduce elements of  computer ethics into their 
curricula. Inspired by Epstein [13, 14],  it is a full-cycle 
scenario involving many individuals which touches 
upon the complexity and interrelations of  modern 
computer ethics. It has been trialed and evaluated as a 
teaching tool by the authors and with multiple groups 
since then. However its utility as a general resource is 
limited without the academic context that supports 
deeper investigation of  the material. It is to address 
this issue that the authors offer what has become an 
extended commentary on the Scandal. This 
commentary now spans several papers, each of  which 
delves into a pair of  articles in the original to offer 
examples, real-world parallels and other such 
pedagogical tools [21, 25-27].

In this new installment we start to see some of  the 
threads introduced in earlier articles come together 
and then unravel. This paper focuses primarily on the 
articles Hacker is Postgraduate Student and Clean 
Out at Scandal Linked Journals. In these, the 
newspaper articles in our Scandal begin to swing 
towards assigning and apportioning blame. We know 
though, as a result of  the previous discussions we 
have had around this topic, that’s not necessarily easy. 
However, we can see a certain impulse to draw a line 
under the matter and in many cases the public 
conclusion is one that is determined by the half-life of  
press attention rather than meeting some previously 
agreed upon threshold for truth.

These two articles though do introduce a range of  
new issues it’s necessary for us to explore. We must 
dig into issues of  hacking and security. We must 
discuss metadata and user consent. We need to 
address whistleblowing and information hygiene. As 
we progress towards the revelations in the twelfth 
article we also need to look at the remuneration 
models in academic publishing and the conflicts of  
interest that operate within these ’gift culture’ 
ecosystems.

2 THE LAWS AND ETHICS OF 
   COMPUTER HACKING

We included discussions in a previous paper [24] 
about a kind of  scaffolding that takes us from 
’morality’ to ’laws’. Specifically laws can be viewed as a 
framework of  externally enforced ethical codes. 

Whereas betraying our professional codes of  ethics 
might only carry the sting of  being ostracised, that’s 
not the same when it comes to the law. The state, in 
whatever form its enforcement takes, chooses the 
extent to which we are to be punished.

So, with the activities of  Nemesis we enter a 
different kind of  consideration - the extent to which 
his activities were compatible with law. And, 
unfortunately, it’s not looking good. But also, again, it’s 
not that simple. 

One thing that defines the legal framework around 
computer crime is that it is usually outdated. The 
time-frames in which legislation, case law and 
precedent operate is sedate and stately. It can take 
years for a complex case to work its way through the 
various magisterial stages of  the legal process. The 
European Court of  Human Justice outlines in article 6 
of  its convention that ’everyone is entitled to a fair 
and public hearing within a reasonable time’  [42]. The 
International Covenant on Civil and Political Rights 
states as part of  Article 9 ’Anyone arrested or 
detained on a criminal charge shall be brought 
promptly before a judge or other officer authorized by 
law to exercise judicial power and shall be entitled to 
trial within a reasonable time’ [40]. However, that 
word ’reasonable’ is carrying a lot of  weight on its 
shoulders in both of  these statements.

The way that legal systems are constructed is often 
in two parts. One is what we might think of  as ’setting 
laws’, and in modern democracies there is usually an 
intentional lag built into this so as to ensure that 
complex issues receive due consideration and 
contemplation. At least, in theory. In the United 
Kingdom for example a bill goes through several 
parliamentary stages including a first reading, second 
reading and debate, analysis by committee, a report 
stage, a third reading, and it is then voted on by both 
the House of  Commons and then the House of  
Lords before receiving Royal Assent. Many of  these 
stages also include room for amendment, rejection 
and re-evaluation. They have numerous other ways in 
which proposed legislation can be delayed in the 
process of  refinement. Or, of  course, it can be 
rejected entirely.

Legislation, unless it is forced through, requires 
time.

But the thing about computers is - they don’t. The 
pace of  advancement in technological fields is rapid - 
far beyond the ability of  governments to regulate it. 
Tech often moves too fast for humans to keep up with 

it in daily life. Alvin Toffler coined the phrase ’future 
shock’ to describe the phenomenon of  ’too much 
change in too short a period of  time’ [54], In 2012 
David Karpf  introduced the concept of  ’Internet 
Time’, which is the rate at which online connectivity is 
reshaping society [32]. And, it seems, that this pace of  
change is only increasing [9, 37]. Moore’s Law is often 
trotted out in these kind of  discussions, referring to 
the idea that available computer power doubles every 
eighteen months or so. This can be evaluated in a 
number of  ways, but the traditional metric is ’number 
of  transistors that can be packed into in a given area’. 
But there are other ways the law manifests, and 
perhaps a more robust way of  thinking about it is 
’What does £100 buy you in terms of  processing 
power?’. Much is made of  the fact Moore’s Law is 
slowing down [12, 16] and losing its predictive power. 
Much less is made of  the fact that the doubling of  
computer power can take many different forms 
whether through efficiencies in manufacturing, design, 
and energy consumption. Processors may be getting 
faster at a slower rate, but computing power at scale 
has never been so achievable.

Our legislative frameworks do not advance nearly 
so quickly, and so we are left with situations where 
existing laws - such as the Computer Misuse act [39] - 
are sadly out of  date and no longer reflect the 
contemporary digital landscape [44]. The Computer 
Misuse Act is over thirty years old and may be 
forgiven the creaks and cricks it carries in its bones. 
However, even the relatively spirtely General Data 
Protection Register (GDPR), introduced in 2018, is 
already struggling to keep apace with technological 
development [34].

Crimes of  our current protagonist James Duncan 
must be viewed in light of  laws that were written for 
scenarios that are no longer fully operable. In this we 
might harken back to the justification for this paper - 
the Case of  the Killer Robot [13] requires so much 
explanation about its context that it has lost all its 
power as an aid to understanding. Computer 
legislation suffers a similar context-drift with regards 
to computer crime.

It is perhaps appropriate at this point to outline 
some important disclaimers.

First of  all, this isn’t a text on law or legal 
interpretation. As such, an analysis of  applicable legal 
texts to the case study is outside the scope of  the 
work and the domain of  author expertise. Secondly, 
the case study is explicitly set in the UK and as such it 
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is UK legislation that is pertinent - while many 
countries have comparable laws, they all differ in 
important respects. And thirdly, nobody should take 
such analysis as we provide as anything approximating 
’legal advice’. In the vernacular of  the Internet, 
IANAL (I am Not A Lawyer).

But that doesn’t mean we can’t think about it a 
little.

The Computer Misuse Act of  1990 outlines three 
offences with regards to computer access. The first is 
that it restricts ’unauthorized access to computer 
material’. The second is that it specifically outlines 
’unauthorized access with intent to commit or 
facilitate commission of  further offences’, and a third 
part which looks at unauthorized access with the 
intention of  doing criminal damage to a computer 
system itself.

The act has been amended, most recently in 2015, 
to include two additional offences. These cover 
’unauthorized acts causing, of  creating risk of, serious 
damage’ and ’making, supplying or obtaining articles 
for use in offences under all four sections above’.

So, what did James Duncan do here that could be 
considered a violation of  the act?

The first thing hinges on ’unauthorized access’, and 
here things become murky. Most Acceptable Usage 
Policies (AUP) tend to include clauses on not giving 
people your password, but as we discussed previously 
it’s hard to consider the way an AUP is worded to be 
an exemplar in eliciting ’informed consent’. ’I knew a 
lot of  the passwords and passkeys through the 
system’, James said. His colleagues would come to him 
when they needed help. The extent to which he was 
authorized to use their accounts, and to what extent 
they were authorized to permit him access, is an 
important factor here. He didn’t hack their passwords. 
He used passwords he had been given. That means 
that he is perhaps safe under section 5 of  the act - no 
keyloggers, rootkits or brute-force password crackers 
seem to have been employed. And the extent to which 
he caused ’serious damage’ in the sense we’d 
understand it is questionable.

It is clear though that this isn’t the full story - he 
notes that humans are always the weakest part of  any 
security system, and our human fallibility make gaining 
genuinely unauthorized access easier. There’s a whole 
fascinating discipline known as ’social engineering’ 
which is like hacking and con-artistry had a baby. The 
important part of  the act here is that it makes no 
distinction about how unauthorized access was 
obtained. Section one of  the act certainly seems to 
apply, by his own admission.

Section two of  the act is again, murky. What are the 
offences that James was committing? To address this, 
we need to take a little diversion into the World of  
Wikileaks and what it was James actually did.

We might be charitable here and ascribe to James a 
noble motive - he was seeking to draw attention to the 
real-world complexity behind the public reporting of  
John Blackbriar. In other words, we might see him as a 
kind of  whistleblower - someone who provides 
information on people or organization that are 
regarded as engaging in immoral or illegal activity. 
There are legal protections available to someone who 
does this, although they vary in strength, applicability 
and intensity. Within the United Kingdom - the legal 
jurisdiction in which we are most interested here - 
there exists the Public Interest Disclosure Act 1998 
which grants professional protection to those that 
break confidentiality clauses to inform on dubious 
behaviour of  which they are aware. A whistle blower 
is, at least in theory, protected from being treated 
unfairly or losing their job because of  their activities.

However, whistleblowing legislation rarely includes 
explicit protections from punishment if  other laws are 
broken in the process of  obtaining or disclosing 
information. The expectation is very much that people 
should work within the systems that the legal system 
has constructed, even if  those systems preclude access 
to the information needed to properly disclose 
important facts. In short, James may have done the 
right thing (or at least, some could argue that he did) 
but that doesn’t justify the way he broke the law.

It’s in this capacity that we can understand the 
situation relevant to other high profile whistle-blowers. 
Edward Snowden was an intelligence consultant who, 
in 2013, leaked information from the NSA. This 
information was highly classified, identifying 
American involvement in everything from the Five 
Eyes Intelligence Alliance [57]; an email scanning 
system called PRISM [6]; the indexing of  massive 
amounts of  metadata as part of  the Boundless 
Informant program [43]; hacking of  China [35]; and 
much more. He also revealed highly embarrassing 
information regarding the role of  the UK’s GCHQ in 
surveilling the diplomats of  ’friendly’ governments 
along with the extent to which GCHQ had hacked 
into international Internet infrastructure. It is safe to 
say that this leak of  information was profoundly 
embarrassing to a number of  intelligence 
organisations. However, in the gathering and releasing 
of  this information Snowden broke the law - classified 
material is not the same thing as confidential material. 
The charge levied against him was breaking the 
Epsionage Act [51], and in response he fled first to 
Hong Kong and then to Russia where, as of  the time 
of  writing, he remains.

There is little doubt that Snowden revealed many 
illegal and unconstitutional activities, but in breaking 
the law he lost any whistleblower protection that may 
have applied. Should he return home to the United 
States, he would undoubtedly have to face prosecution 
for his crimes. The ends, the legal system would 
suggest, do not justify the means. That said, some 
have argued that the Espionage Act needs amending 
to enshrine protections for people like Snowden [3, 
59]. This is a common thread as we have seen - that 
legislation cannot keep pace with how technology 
changes. To quote the primary author for a moment 
[23]:

"Twenty years ago, Manning would have had to 
remove confidential State department memos with a 
convoy of  wheelbarrows. Now, gigabytes of  data can 
be transferred using a thumb drive no bigger than a 
finger."

Thus we see here the tensions for whistleblowers 
who may see themselves to be doing good while 
operating within systems designed to make revelation 
extremely dangerous. The site Wikileaks, for example, 
is a prominent repository of  classified and 
confidential information. Its public profile is often 
contradictory - it sometimes positions itself  as

merely an interface between journalists and open 
access data. At other times it presents itself  as a 
’public intelligence agency’. Nonetheless it has had a 
prominent role in serving as a shield for those that 
would wish to release classified information in relative 
safety - data leaks it has been involved with include 
media footage showing the murder of  civilians in 
Baghdad airstrikes [2]; the Afghanistan War Logs [47]; 
and millions of  classified diplomatic cables [38]. 
During the 2016 presidential campaign they also 
revealed leaked documents from the Hilary Clinton 
campaign - the latter incident being notable for how 
tightly woven it is into the allegations of  collusion 
between Donald Trump and the Russian state 

intelligence apparatus [30]. Chelsea Manning was a 
source of  important documents for WikiLeaks in 
2010, and was imprisoned for seven years (after a 
presidential commutation of  the earlier 35 years 
imprisonment) in Fort Leavenworth. Snowden 
escaped the US legal system. Manning fell foul of  it. 
Julian Assange, the controversial founder of  
WikiLeaks, spent seven years under the diplomatic 
protection of  the Ecuadorian embassy in London 
before his asylum was withdrawn in 2019. Since then 
he has been confined in Belmarsh maximum security 
prison awaiting extradition to the United States.

That these disclosures served the public good is 
debated - WikiLeaks in particular has long been 
criticised for improper disclosure [5, 29] and 
endangerment [8]. The inevitable political context in 
which the releases must exist is also an ever-present 
talking point, with approval for these acts of  
whistleblowing often breaking along ideological lines. 
What is clear though is that illegally releasing 
information ’in the public interest’ is no protection for 
whistleblowers, and whatever motives we might 
ascribe to James Duncan he’s going to find them scant 
protection against the ire of  the judiciary. Under 
section 2 of  the Computer Misuse Act, he’s probably 
got a lot to worry about within the miasma of  
assumed, implied and explicit system access.

As to the third section of  the act - doing criminal 
damage - well, in trying to cover his tracks he might 
just have made things worse. Removing mentions to 
himself  in routine system logs certainly would count 
as an ’unauthorized modification’ and realistically may 
fall into the category of  enabling the committing of  
other offences. Covering ones rail, it could reasonably 
be argued, is a necessary prelude to further intrusion.

In other words, James probably needs to engage the 
services of  a lawyer who knows their way around this 
legislation. And he probably needs to do it soon.

Critics of  the Computer Misuse Act argue that it is 
too broad, and doesn’t properly differentiate between 
those that ack for noble reasons (known as White Hat 
hackers in the parlance of  information security) and 
those that hack for malicious reasons. Its very framing 
here as ’unauthorized access’ was put in place to make 
an attempt to future proof  the legislation. 
Unfortunately its vagueness has meant that there have 
been few individuals that have been successfully 
prosecuted or jailed under the law [45]. A generation 
of  children have grown up knowing that leaving their 
phones unattended while they are logged into 
Facebook is a recipe for having their accounts 
vandalised by their friends. If  only they realised that 
they were engaging in an activity that, under law, can 
carry with it a twelve month custodial sentence under 
section 1 of  the act. This from a piece of  legislation 
that can’t even address many modern cyber 
morbidities within its framing [58], For some, this 
legislation is MOST distinctive for how little it does to 
create a prosecutory framework for the most 
important technologies that governs our lives.

3 INFORMED CONSENT
What is notable here is perhaps not so much the 

crime itself, but the investigation around the crime. 
James fell victim to his own hubris perhaps, believing 
his computer skills rendered him largely invulnerable 
to capture. However, we often underestimate how 
much data we are each producing on a day by day 
basis... and how little knowledge we have about what 
we generate. Current estimates suggest that human 
society creates around 2.5 quintillion bytes of  data a 
day. That number is made up from a lot of  different 
sources. That’s 500 hours of  new Youtube footage 
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every minute. It’s 183,000 blog posts per hour. Ten 
billion Facebook status updates in a day. That’s 1.7 
megabytes of  data, per person, per second. And 
much of  that data is what we call ’metadata’ - or data 
that helps us make sense of  other data.

When we take a digital photograph, our phones and 
cameras try to be helpful. They encode a lot of  
additional data about the image to help software 
packages make sense of  it. Image metadata includes 
information on aperture. It contains informayion on 
dots per inch. It contains shutter speeds and focal 
depth. It contains data format information and sizing. 
But also it often contains other things, such as the 
GPS co-ordinates of  where you were when you took 
the photo. This is known as EXIF (Exchangeable 
Image File Format) data, and it can be comprehensive. 
If  you post a photo without clearing our your EXIF 
data, there’s a good chance other people can access it 
too. And like James, you may find you’re revealing 
more than you hoped. Or, in the cases where EXIF 
data is modified... less than others may hope.

After all, this is how the fugitive John McAffee’s 
location was leaked to the world [41]. A picture taken 
by a Vice journalist revealed that the people in the 
photo were in Guatemala. McAffee later claimed that 
he had spoofed the EXIF data, but that’s a claim that 
doesn’t hold up much to scrutiny.

Many of  us don’t think a lot about the information 
leaking out simply by being a living person in an age 
of  computers. Metadata is everywhere. Sometimes it 
seems innocuous, such as a list of  authors in a 
document. Sometimes it contains tracked changes, 
which... well, you may not want just anyone being able 
to read your in-progress draft notes. Sometimes it’s 
genuinely harmless, like the list of  fonts installed on 
your computer or how much memory is in your 
device.Sometimes though when that information is 
cross-linked with other information it can do 
frightening things... like uniquely identifying your 
computer from nothing more than the metadata 
provided when you access a website [11] - something 
known as a digital fingerprint. And if  you can 
fingerprint someone, you can track them. Did you stay 
off  of  Facebook because you didn’t want it knowing 
everything about you? Bad news... they worked it out 
anyway. You’ve ot a ’shadow account’ and there’s not a 
thing you can do about it [50, 55]. The Facebook pixel 
is one of  the tools sed to do this - a 1x1 invisible 
image that you include on a site to hook your users 
into the vast machines that do behavioural analysis 
across social media.

Facebook’s shadow accounts are an especially 
problematic example of  how much data we leak. In 
2018, Mark Zuckerburg testified to a congressional 
hearing that Facebook routinely builds accounts on 
people who do not use the service. They do this with 
cross-referencing the data they can get elsewhere. 
When your friends upload their contact list, they get 
names. They can construct your social circle. They can 
guess at friends who aren’t on Facebook, and then 
they can start building up information about them. 
But it’s not just Facebook - your digital fingerprint is 
smeared all over big tech and there’s no way of  even 
knowing what it contains. Thus the 2012 incident 
where Target mailed pregnancy vouchers to a teen girl 
who hadn’t yet worked up the courage to tell her 
father about her situation [28]. If  someone is tracking 
you with cookies, they can use your digital fingerprint 
to associate your browser with your behaviour. Isn’t it 
funny how you get an urge to visit a foreign country 
and the next thing you know all your ads are for travel 
agents? It’s not a co-incidence. Almost your every click 
is under scrutiny.

In some respect though, this is a good thing. Few 
could argue at the value to be found if  EXIF data 
helps police arrest a child pornographer - as happened 
to Donald Post in 2013 [49]. Or if  careless 
photographs of  criminals reveal patterns about their 
activities. Sicilian police in 2014 for example used 
phone metadata to map out gang activities that were 
otherwise opaque [15]. The availability of  metadata is 
not, in itself, a negative state. And neither is the 
increasing role that technology plays in our lives, 
although as always there is a dangerous game being 
played out between our rights, our responsibilities, and 
our expectations of  privacy.

That said, it does have profound implications for 
that privacy especially as smart devices become more 
and more integrated into the home environment. The 
Internet of  Things (IoT) has turned every part of  our 
existence into something more quantifiable - and 
analysable - than any dystopian prophet could have 
predicted even as recently as twenty years ago. The 
extent to which modern society has given up its 
privacy for its convenience is remarkable, and it’s 
starting to show problems. Not just in the metadata, 
but in the extent to which we are giving up control of  
our own environments.

In 2019, Ashley LeMay released a harrowing video 
of  a Ring security camera that had been placed in her 
eight year old daughter’s bedroom. The video shows a 
hacker talking to the little girl. ’Who is that?’, the girl 
asks. The hacker replies, ’I’m your best friend. Santa 
Claus’ [48]. The same year, a Ring camera located in 
the Brown household in Cape Coral was hacked so as 
to permit racial slurs to be thrown at the family in 
their own home. 

Despite Amazon assurances to the contrary, the 
smart device Alexa has been shown to record private 
conversation and even transmit those conversations to 
other people [17]. Samsung televisions are 
acknowledged to record the conversation in your 
living room [20], and the small print also says that 
those conversations can be sold on to third parties 
[18]. In many respects this mirrors the common help-
line refrain, ’your call may be recorded for training 
purposes’. And why not? The evidence suggests after 
all that most consumers are willing to take a privacy 
hit in exchange for the conveniences of  an Internet 
enabled television [18].

Again it is not as simple as saying ’this is bad’ 
because of  the fact these technologies are tremendous 
enablers of  life improvements. Smart devices have 
created accessibility where none was previously 
available. They have streamlined life’s difficulties. And 
when used properly, they might even be able to 
combat climate change by ensuring efficiency and 
optimisation. Clearly this comes at a cost - particularly 
when it comes to the increasing burden of  
technological knowledge each person is expected to 
master - but for many that cost has been shown to be 
more than worth it for the benefits.

However, we then have to ask ourselves the 
question - what is the alternative? Given the 
interconnectiveness of  our lives, what can we even do 
to ensure that people are aware of  the implications of  
their data hygiene? Imagine a world where everyone 
had to agree, every time, to share data with the devices 
they use on a regular basis. What would sucb a world 
look like?

You don’t really have to think all that far before you 
come to a common example - cookies in your 
browser. We hear about these all the time, but it’s 
often unclear what they are. In their simplest terms 
they are little packets of  data stored on your computer 
when you visit a website. They may contain things like 

your user ID, your interaction history with the site, or 
realistically anything else. The protocols that drive the 
web are known as ’stateless protocols’, which means 
that every time you visit a website it’s as if  it was for 
the first time. The solution to this has been to employ 
cookies. Our browser is an unfamiliar face at a party, 
and the cookie is a ’the story so far’ document we 
provide to the host to remind them of  all our previous 
interactions. And cookies have, for a long time, been 
at the vanguard of  public concerns about privacy on 
the Internet because of  the ways in which they have 
been used. Websites themselves are often made up of  
resources from multiple different parts of  the 
Internet. In order to track user stats, for example, 
many websites will use an analytical package that gets 
called in every time a page is loaded. They may draw 
in images from other locations, or build pages in real-
time from code that is working invisibly in the 
background. And in some cases, those resources 
might be things like the Facebook pixel we discussed 
above. The cookies on your computer, in other words, 
don’t always come from the site you are visiting. So 
called ’third party cookies’ have a providence of  which 
you, as a user, may not be aware. Advertisements that 
follow you around the Internet, for example, are 
almost always a consequence of  third party cookies 
working in conjunction with the digital fingerprints we 
leave behind [11].

Understanding user concerns about this, the EU 
included provisions regarding cookies in the GDPR. 
Specifically, websites must provide users the 
opportunity to accept or reject cookies when they visit 
a site. Explicit consent is now required, even if  that is 
difficult to regulate in a way that lends the legislation 
teeth [46] .

It seems like an ideal solution, empowering users to 
decide for themselves what they trust, and do not 
trust, online. However, in real terms what it has done 
is create a web environment where the once derided 
’advertising popup’ has been resurrected in a form 
that is almost unavoidable unless you delve into the 
world of  plug-ins or the depths of  your browser 
settings. That in turn requires a degree of  computer 
literacy that many users, particularly older users, 
simply does not possess [22] and a willingness from 
content producers to refrain from the dark patterns 
that obfuscate understanding [52]. That the popup is 
ostensibly for our protection has not reduced the 
irritation it has created [19, 33].

We find ourselves then an unfortunate situation. We 
are swamped with so much information we fall into a 
kind of  choice fatigue [4] that results in us tuning out 
and simply choosing the path of  least resistance with 
predictable consequences. However, if  we are not 
given the opportunity to consent on a case by case 
basis we have other issues in terms of  being 
uninformed about where our data is created, used, and 
sold. And make no mistake - our data is valuable. 
Facebook alone collected $82 for each of  its American 
users in 2017, a sum that it raised largely through 
selling their data on to advertisers through powerful 
targeting tools that let campaigns reach individuals 
that match very precise segmenting needs. Do you 
need a campaign that reaches women in their thirties 
with an interest in technology and gaming and with 
demonstrated interest in left-wing causes? No 
problem. Here’s your bill.

The secondary cost of  this is in terms of  how 
much we can trust those that hold our data. Data 
breaches are common, as we have already discussed in 
this book. Malicious abuse too is common - we saw in 
the 2010s that vast amounts of  user data was 
harvested by firms such as Cambridge Analytica [31]. 
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They then built this data into powerful analytical and 
targeting tools that were sold on to political actors and 
perhaps even the agents of  unfriendly states.

In the scheme of  things, perhaps the odd EXIF 
mishap isn’t really where we should be directing our 
anxieties.

4 SOCIAL MEDIA POLICIES
There’s another topic too that is connected to all of  

this, and it ties back into what we discussed in a 
previous paper with regards to brand management 
[21]. Universities have a responsibility to police their 
reputation, and often employ specialists and analytical 
tools in service of  that goal. One might even think of  
this as a social good that is for the benefit of  all 
students - after all, the value of  a degree derives at 
least partially from the prestige of  the institute that 
awards it. Simply having a degree from Cambridge, 
Oxford, Harvard or MIT is often more valuable in 
terms of  social capital than anything the degree itself  
contained. As such, if  a university allows its name to 
be degraded it will have a tangible knock-on effect for 
all staff  and alumni.

Organisations all over the world now regularly 
patrol social media for mentions of  specific keywords. 
After ten frustrated and fruitless emails to a 
corporation asking them to honour their contractual 
obligations to a consumer, it’s often galling to see a 
single angry public tweet do better than ’working 
within the system’ ever could. ’I’m sorry to hear that, 
please send a direct message so that we can resolve 
this issue’ will be the almost instant response social 
media can bring your way.

That’s not to say that the customer support via 
social media is better - just that it is more public and 
thus companies are incentivised to make sure they 
appear to be responsive. The request to ’take it to 
DMs’ is not for efficiency of  communication - not 
entirely. It’s to move your public complaints once 
again into a private domain. Corporate social media 
accounts are railway junctions, shunting oncoming 
train-wrecks into quiet sidings with few, if  any, 
witnesses.

It doesn’t even need you to tag in the company in a 
lot of  cases. Social media tools allow for companies to 
track mentions of  their brand across the entirety of  
the open Internet even if  you made no attempt to 
directly include them in the tweet or post.

If  you could have any superpower, what would it 
be? I don’t know about you, but the one I most 
wouldn’t want would be telepathy. I don’t want to 
know what people are thinking about me. I only barely 
want to be aware of  what they are saying about me. 
For me, and many others, ’googling’ ourselves is a 
risky proposition. Maybe you’ll learn lots of  lovely 
things about yourself. For some though it’s like turning 
up to a party in your honour held by people that hate 
you.

Organisations don’t have that luxury - they need to 
massage the public perception of  their brands and to 
make sure they are seen as responsive to public 
pressure. And on a punitive level they need to ensure 
that libelous claims or confidentiality breaches are 
effectively policed. There are considerable 
consequences for a company that does not protect 
itself  in this respect. And it may be inevitable, in those 
circumstances, that they attempt to minimise the risk 
where they have means of  control. And one of  those 
means of  control is in contract compliance. 

An anonymous student in our scandal points out 
that if  she didn’t sign the Social Media Usage Policy 
for the university she wouldn’t have been allowed to 
register. If  she couldn’t register, she couldn’t get a 
degree. In such circumstances, there’s no real option at 

all. It’s coerced agreement where the power 
differentials are too great to overcome. It’s not as 
simple as ’Well, just go somewhere else’. That’s fine if  
you’re choosing between washing machines or mobile 
phone contracts. The choice to go to a particular 
university is bound up in hundreds of  considerations 
and it has life-long implications. People may choose to 
go to University because of  its location - either close 
to family obligations, or blissfully far away. They may 
choose it on the basis of  its standing in the career 
path they wish to follow. They may choose a university 
because it’s the one their friends are going to, or 
because family members have a particular connection. 
And it may be only one of  a few options they have 
thanks to the seat limit on particular programs of  
study. And, inevitably, they’re all going to have policies 
like this in place. In such circumstances, it may be an 
illusion of  a choice to say ’Well, you don’t have to 
study here’.

Social Media policies have become a common tool 
for controlling opinion online. Staff  are almost always 
bound by policies of  this nature in one form or 
another. They place limits - sometimes perfectly fair 
and appropriate - on what individuals may say on their 
private social media profiles. For some platforms, such 
as Facebook, that can be difficult due to the nature of  
private versus public profiles and posts. For other 
platforms, such as Twitter, it’s trivial. One way to stop 
people complaining is to put penalties in place for 
when they do.

It doesn’t always work, of  course.
The Streisand effect is an Internet phenomenon 

that describes how attempts to divert attention away 
from a topic will instead intensity the attention it gets. 
The name stems from an incident in which the Oscar 
winning actress attempted to have some photographs 
of  her coastal residence expunged from a research 
project aimed at exploring issues of  erosion. Instead 
of  protecting her privacy, the incident instead ensured 
her residence became part of  the background culture 
of  Internet discourse. Any time someone is caught 
trying to deflect attention away from something, we all 
think once more of  Barbra Streisand and her luxury 
mansion.

So when the Union Street Guest House in New 
York put in place a policy charging guests $500 for 
leaving a negative review, it doesn’t take a genius to 
guess what happened next. Once Reddit, the New 
York Post and Time Magazine brought attention to 
the policy, it resulted in over 3,000 blisteringly negative 
reviews. The owners claimed the policy was a joke and 
eventually removed it from their policy page. 
However, the extent to which it had never been 
enforced, as they claimed, is debated [10].

Corporations must then walk a tricky path between 
protecting themselves from negative publicity while 
also navigating the complexities of  Internet culture. 
And like anything, some have seized on the 
opportunity presented by an effective route to 
publication. The effect is now part of  marketing 
handbooks the world over. Do you want everyone on 
the Internet to talk about your product for a while? 
Then get it censored and the Streisand Effect will do 
the rest. Just one news story about how PETA’s latest 
shockvertisement has been banned can lead to tens of  
millions of  views on the corresponding Youtube 
video.

The Internet is resistant to censorship. As was once 
remarked in the early days of  the technology, ’The 
Internet views censorship as damage, and routes 
around it’. At the click of  a mouse, almost anything 
can be locally preserved. Tweets and social media 
updates can be removed, but screenshots last forever. 
On one hand, this is a wonderful fact - the past 

cannot be rewritten or excised. On the other, the 
Internet is also particularly poor at encoding context 
in its artefacts. Those that wield the past as a weapon 
have come to cynically rely on the effectiveness of  a 
choice tweet, screen-capped out of  context, and 
revisited at a time of  maximum impact.

This decentralisation though is a powerful tool, and 
one that has been wielded effectively by organisations 
we have already discussed. As part of  its self-
preservation strategy, WikiLeaks will release heavily 
encrypted ’torrents’ of  leaked data. A torrent is a file 
that is downloaded from dozens, hundreds of  even 
thousands of  computers at a time. The more people 
that have a file, the more computers it can be 
downloaded from and the faster the download 
becomes. Everyone shares a bit of  the responsibility 
of  distributing it. Since the file is stored effectively 
everywhere, it’s the same as it not being stored 
anywhere - it becomes impossible to prevent its 
transmission. Part of  the WikiLeaks strategy is that if  
anything happens to their central infrastructure they 
only need to transmit a decryption code and the entire 
world has access to the raw, uneditted and maximally 
damaging original data. One might think of  it as the 
data security equivalent of  Mutual Assured 
Destruction. It’s perhaps the perfect weaponisation of  
the Streisand effect. On the Internet, control - 
especially of  information - is often little more than a 
delusion.

5 THE ECONOMICS OF THE ACADEMIC
   GIFT CULTURE

We have focused heavily within this scandal on the 
reputational damage to individuals. John Blackbriar, 
Sharon Macalpine and many more will carry this 
incident with them long after its relevance fades. But a 
scandal like this has impact beyond that of  individual 
people, and it strikes at the heart of  the academic 
system itself. It’s easy for those outside of  academia to 
be confused about how it all works, because it can be 
mystifying to outside observers. When the primary 
author says to his mother ’I had a paper published this 
week’, she’ll always ask ’And how much do you get 
paid for that?’.

It would grow even more baffling if  it were 
explained that often the author needs to pay for a 
paper to be published - at least, if  they want it to be 
open access. And if  you break the academic 
publication system down, it does indeed seem like a 
system designed by aliens.

(1) Taxpayer money is used to fund academic time - 
either as part of  a general ’research’ allocation or 
through specific research grants.

(2) That time is used to conduct research, run 
studies, and analyse the results.

(3) The most interesting (ideally) parts of  that work 
are then encoded into a paper, which is written, 
edited and often typeset by the academics that 
conducted the work.

(4) The paper is submitted to a conference or a 
journal, where it is peer reviewed by other 
academics on an unfunded basis.

(5) The paper is (hopefully) accepted for 
publication, at which point the taxpayers that 
paid for it are charged to access it when it is 
placed behind a secured site - known as a 
paywall. Universities will usually pay to subscribe 
to large number of  journals, allowing other 
academics to read the paper for free. The general 
public? No, pay up.

(6) By paying an average Article Processing Charge 
(APC) of  around $2000, the article can 
sometimes be made free for everyone to view.

And, of  course, subscription charges to libraries are 
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going up at exactly the same time that conventional 
publishers are shifting to open access. In effect, we’re 
seeing not only public money funding private profits, 
but a double-dipping in terms of  APCs and 
institutional subscriptions.

The academics, peer reviewers and (usually) editors 
are not paid anything for participating in this process. 
Whenever someone pays for access to one of  an 
academic’s articles, nobody who did the work gets a 
penny and certainly none of  it goes back to the 
taxpayer that funded it. Indeed, the taxpayer is double 
charged in most cases - once for the work to be done 
and then again for the privilege to read it. That’s even 
true of  the academics that wrote the paper - if  their 
university doesn’t subscribe to the journal, even they 
may have to pay to access their own work.

So, where does all this money go? Well, it goes into 
the coffers of  the multinational publishing houses that 
own the journals. And business is booming. 
Companies like Elsevier, Black and Wiley, Taylor and 
Francis, Springer Nature and SAGE control over half  
of  the academic publishing market [36] which was 
worth almost $20 billion in 2017. A traditional 
newspaper - paying a payroll of  journalists, editors, 
artists and other expenses may have a profit margin of  
around 10%. Journal publishers, presiding over a 
transfer of  wealth from the public to private owners, 
have a profit margin closer to 40% once all the 
accounting tricks are factored in [56]. This waterfall of  
money is not surprising given how much of  their 
content is simply given to them by academics. As one 
conservative commentator put it, ’Academic? You’re 
just a cash-hamster spinning a publisher’s profit wheel1. 
It’s hard to argue, especially when estimations suggest 
that peer-reviewing alone represents an annual ’billion-
dollar donation’ [1] within the US alone. When you 
add in the Chinese and UK markets, the total comes 
to an estimated 2.5bn dollars per year.

As to why this is the case though, we need to look 
at academic publishing in a different light - that of  the 
’gift culture’. 

In traditional economic structures, worth is partially 
determined by how much you have, or perhaps the 
worth of  what you create. Your outputs have a 
financial benefit associated with them, and you are as 
valuable as the sum of  your assets plus your 
productivity. Conspicuous consumption is a 
consequence of  this model, where the signal of  ’I 
have more wealth than you’ is a proxy for ’And thus I 
am a more valuable person than you’.

Gift cultures work differently. Your value is 
determined at least in part by the value of  what you 
give away. The amount which you have freely 
contributed to society as a whole serves as the basis of  
your reputation. As such, to freely provide (or provide 
at your own cost) a ’contribution to knowledge’ is your 
gift to the world. You do not profit from it, but you 
pass it on with the intention that others will feel the 
benefit.

And really that’s the currency of  academia, and the 
real reason why the consequences are so high for 
those implicated in the scandal. Academia is a 
reputation based economy. Every time your paper is 
cited, that’s a boost to your reputation. As you cite 
other papers, you give them a little bit of  your own 
reputation by establishing them as important in the 
construction of  your own work. Reputation leads to 
opportunities such as promotions, employment in 
more prestigious institutions, and more credibility 
when bidding for the substantial amounts of  research 
funding which is used to do more research and thus 
build more reputation.

That all sounds nice and fluffy and represents an 
idealised view of  academia - that of  socially minded 
scholars seeking only to improve the world in which 
they live. However, realistically, we see here the issue 
of  coercion. The simple fact is, you work within this 
system because nobody has yet proposed a realistic 
way of  dismantling it. Contentious objection is only 
possible for those that have already benefited from the 
system - tenured professors, permanent academic 
staff, and those that have made management their 
core function. Everyone else has to simply work 
within the lines laid out if  they want to succeed.

It starts early, right at the doctoral studies stage. If  
you want to smoothly progress through a PhD and its 
associated viva, then you better have a few good 
papers to back up your case. Published papers in well 
regarded journals and conferences show that you have 
uncontroversially met the ’unique contribution to 
human knowledge’ expectation of  a PhD degree and 
thus you are in little danger of  failing. And also, for 
your own career progression, you’re going to need 
them for the next step - getting a job in academia.

Nowadays the path to a permanent academic 
position tends to go through multiple postdoctoral 
positions, where you are employed on short-term 
contracts on fixed-duration research projects. Each of  
those will generate papers, and those papers will be 
needed to parlay your way up the chain into a 
lectureship position. The number of  papers is 
important, but so too is the number of  citations. 
Your gifts alone won’t carry you forward, those gifts 
need to have been appreciated by those who live 
within the culture you wish to join.

Your first lectureship may be term limited, and 
achieving permanence is another barrier which is - you 
guessed it - determined in large part by your papers 
and citations. Once upon a time that would be 
enough, but what you also need to do now is prove a 
track-record of  ’grantsmanship’. As in - bidding for 
research money and having it awarded. The latter is 
outside your control, of  course... around 10% of  bids 
are funded and the quality of  a proposal is only 
somewhat causatively linked to its success [7, 53]. The 
best way to get a good amount of  research funding is 
to bid for a lot of  research funding

And all the way along the line you are producing 
profit for the academic publishers that have a vested 
interest in you continuing to operate their profit 
wheel.

How do you break out of  this system? You don’t, 
until you’ve reached a point of  sufficient safety and 
seniority where you can say ’No more’.

We see here that Dr. Paula McCrane and a roster of  
peer reviewers are being suspended and struck off  
journal teams.

What we should see is massively profitable 
corporations punishing those that have freely provided 
the services that fuel their massive profits. The journal 
owners, in scandals such as these, escape unscathed. 
Not only do they draw in all the profits, they manage 
to side-step all the criticisms... such as with regards to 
the role they play in enabling a system where 
academics feel compelled to engage in fraudulent 
practices. And when all you get from working within 
this system is reputation, it stings all the worse to have 
that reputation ruined.

Perhaps to cast it in somewhat Marxist terms - 
academics often feel alienated from the products of  
their labour. Few academics support this system. Few 
academics believe paywalls are ethically or morally 
appropriate. There’s just no obvious way to jump off  
of  the profit wheel while so many other hamsters are 

scurrying away.

6 CONCLUSION
Much of  what we have discussed in this paper has 

already been introduced in earlier discussions. As you 
might imagine, that is by intention - our case study has 
cyclical elements that keep coming up and in new 
forms. We have no need to discuss the limitations of  
peer review, for example - we did that back in the 
original paper [24]. But we have here a new texture on 
that same ethical issue - that the gift culture that 
academics operate within is dramatically at odds with 
the economy within which publishers function. It’s a 
case of  clashing interests - perhaps even a conflict of  
interest - where the incentives of  the system (to 
produce ’high quality’ papers that can be sold off  at 
staggering profit margins) is at odds with the process 
it is supposed to facilitate (producing rigorous work 
that advances the understanding of  humanity). That 
this system has such a stranglehold on academia is 
significant - it means that all of  us working within it 
are complicit. In some institutions, the pressures this 
places of  employment, promotion and preferment are 
such that it is impossible to re-evaluate our individual 
place within it. ’Publish or perish’ is a mantra we have 
encountered before. Now we have a little more 
detailed view as to for whose benefit we are perishing
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PARTING OPINION

Apathy, Arrogance, and Reality - "It's Now or Never"

Can Computer Science Save Humanity From Itself  Including Computer Scientists?

BY RICHARD BLUMENTHAL

As part of  my volunteer work with ACM and  
faculty position at Regis University, I have the honor 
to meet with numerous talented people from the 
computing community. In this community, I've found 
two opinions, with respect to the global climate crisis, 
which I find alarming. I'll refer to these opinions as 
the positions of  arrogance and apathy. In this parting 
opinion, I'll highlight and briefly comment on these 
positions. Naturally, I believe these positions relate to 
and impact how computing technology might be used 
to address global warming.

Although it's probably not necessary to introduce 
my esteemed readers to the current state of  affairs 
with respect to the global climate crisis, and it's 
certainly the case that I have nothing to add to the 
conversation related specifically to climate science, the 
researcher in me feels obligated to begin with a brief  
background section that introduces the reality faced by 
society. In general, this background provides only 
enough context to appreciate why I believe the 
arrogance and apathy positions I'm introducing are 
alarming to me, and perhaps to you too.

Background
"The Intergovernment Panel on Climate Change 

(IPCC) is the United Nations body for assessing the 
science related to climate change [and] ... is divided 
into three Working Groups and a Task Force" [10]. 
Earlier this year, the Co-Chair of  Working Group III,, 
which focused on the mitigation of  climate change, stated, 
"It's now or never, if  we want to limit global warming 
to 1.5°C (2.7°F); without immediate and deep 
emssions reductions across all sectors it will be 
impossible" [21].  The 1.5°C target derives from "an 
increase in combined surface air and sea surface 
temperatures averaged over the globe and over a 30-
year period... expressed relative to the period 1850-
1900, used as an approximation of  pre-industrial 
temperatures" [11]. 

Currently, human induced warming has resulted in 
an approximate 1.0°C increase and "if  all 
anthropogenic emissions were reduced to zero 
immediately, any further warming beyond the 1.0°C 
already experienced would likely be less that 0.5°C 
over the next two to three decades" [12]. To repeat, a 
1.5°C increase is already inevitable. Postponing makes 
it more likely that a 2.0°C is unavoidable. For example, 
"to limit warming to 1.5°C, global net greenhouse gas 
emissions from human activity must decline by about 
45% from 2010 levels by 2030, and reach net zero by 
2050. To limit warming to 2.0°C, emissions must 
decline by about 25% by 2030 and reach net zero by 
about 2070" [13].

As a result of  the above target increases, the 
IPCCC report includes the impact and risks of  1.5°C 
and 2.0°C increases in global warming on a range of  

natural and human systems [10]. A few examples 
should suffice for this parting opinion. For instance, 
"multiple lines of  evidence indicate that the majority 
(70-90%) of  warm water (topical) coral reefs that exist 
today will disappear even if  global warming is 
constrained to 1.5°C (very high confidence)" [11] 
"becoming all but non-existent at 2 degrees 
warming" [14]. As  a second example, "the number of  
species projected to lose over half  of  the climatically 
determined geographic range at 2.0°C global warming 
(18% of  insects, 16% of  plants, 8% of  vertebrates) is 
projected to be reduced to 6% of  insects, 8% of  
plants and 4% of  vertebrates at 1.5°C warming" [11]. 
Direct impacts on humans include "risks across 
energy, food, and water sectors" [11]. There are also 
long-term risks of  increased coastal flooding, impacts 
on populations, infrastructures and assets, freshwater 
stress, and declines in overall human health. In 
general, it is believed our most vulnerable populations 
will suffer more from global warming. The reader is 
referred to the aforementioned references for 
additional risks associated with global warming that 
are now expected to occur in the near future.

Arrogance
The first opinion/position I often hear within the 

computing community, and more broadly in the 
general public within the US, is something along the 
lines that technology will save us. The evidence they 
offered is that it always/often has in the past, which 
isn't really evidence but nonsense. This position can 
be somewhat nuanced into two sub-positions. Namely, 
the first is that technology we already possess can be 
used to save us from the risks of  global warming and 
the second position is that new technology will be 
invented that will save us. With respect to the evidence 
overviewed in the Background section of  this opinion 
piece, new technologies, such as fusion reactors, as one 
example, that satisfy humanity's thirst for electric, 
would certainly help, but are unlikely to be available in 
the next eight years, and certainly not at the 
penetration levels required to make a significant 
impact. Again, this is simply to keep within the desired 
1.5°C to 2.0°C increase targets.. I also believe it's 
unlikely that migration to other planets is unlikely in 
the time frames required.

The second hopeful subposition that people believe 
in concerns the invention of  large-scale carbon-
scrubbing technology that could remove massive 
amounts of  existing greenhouse gasses from the 
atmosphere. At the moment, there doesn't appear to 
be any promising technology on the horizon to 
support this approach. However, if  such a break-
through does appear, we need it massively deployed in 
the next decade or two. Simply put, the amount of  
CO2 needing to be removed is enormous. Griffith 

gives an example focused on the US economy alone: 
"If  we counted CO2 as one of  the things we 
manufactured, it would, astoundingly, weigh more than 
everything else we push around combined! ... We 
would have to bury more CO2 every year than all of  
the other stuff  we dig out of  the ground or take from 
forest and field. That's going to be one hell of  an 
environmentally destructive process and require a 
second industrial ecosystem as big as all of  our current 
ones" [8]. Griffith believes this is unlikely, and I would 
also concur. I'd encourage youi to check the research 
for your self. As you might guess, I believe this 
position on new technology as a savior to be 
completely arrogant.

It is worth mentioning that Griffith, along with 
many others, believe that current technology is all that 
is needed to address the climate crisis and he outlines 
a plan for achieving the 1.5°C target using current 
technology. Though, we cannot wait another day to 
implement such plans, which includes retiring the 
current heaviest emitters of  greenhouse gasses, which 
is unlikely this year, or even by the end of  the decade.   
Again, Griffith is only one member of  the community 
advocating starting now with what we have, while 
accepting any new technologies that arise to assist in 
solving the problem. For the interested reader, 
Hawken also offers a practical approach to climate 
change. [9]. 

After I completed this article, the US passed to 
legislation to reduce green house gas emissions [17] 
and the state of  Claifornia will begin to {phase out 
sales of  new gas-powered cars" [15]. While the 
previous legislation is a nice start, we don't need a nice 
start, but a total commitment to reducing greenhouse 
gas emissions. For example, this US effort, while 
massive, whill reduce global world emissions by less 
than 2% [24]. As to the California effort, once again a 
nice start, even if  it can overcome various roadblocks 
[16], it doesn't phase in until 2035. We needed to start 
a decade or so ago. 

Let's switch to the apathy position, which I believe 
is even more problematic, and thus, alarming.

Apathy
Let's assume society can satisfy the ambitious 1.5°C 

target using existing technology. There appears to be 
general consensus that technology alone cannot solve 
our climate crisis, but that changes in rules, 
regulations, the fossil-fuel industry, and consumer 
behavior, as well as many other aspects of  society, will 
also be required to achieve this target. I believe apathy 
in the general public, certainly in economically 
advanced societies, will derail these efforts. To counter 
such apathy, I suggest the computing community 
needs to first recognize it exists. I also believe this 
recognition is more subtle than a first glance  suggest.
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As an example of  what I believe to be a non-
recognition of  apathy in the general public, let's 
consider another opinion that I've heard several 
members of  the computing community state this 
summer, which includes researchers directly focused 
on using computing to address various aspects of  the 
climate crisis. Specifically, consider the capitalistic 
approach to for-profit business in much of  the world. 
In the US, public companies have a fiduciary 
responsibility to their stockholders to maximize profit. 
Simplistically, they do this by providing the products 
and services demanded by their customers. Hence, 
changing the nature of  the consumer is one way to 
shift the short and long-term objectives of  a 
corporation to better address the global climate crisis. 
Certainly, there is a degree of  truth in this position, 
but I believe it's a bit naive since it ignores the apathy 
of  the consumer.  I believe this because of  an analogy 
to what has already happend with respect to COVID.

According to the US Center for Disease Control, as 
of  August, 2022, 78.9% of  the US population has 
received one does of  the COVID-19 vaccine (67.3% 
are fully vaccinated, 48.3% have had a first booster, 
and 32.7% a second booster, the later for ages greater 
than 50) [1]. In the EU, the percentages are 74.5%, 
72.8, 53.5, and 5.9% respectively [3]. Globally," 67.4% 
of  the world population has received at least one dose 
of  a COVID-19 vaccine" [18]. The US and EU 
percentages are particularly revealing since, 
presumably, everyone who desires a Covid vaccination 
could already have received one. Yet, one-in-five in the 
US and one-in-four in the EU remain unvaccinated. 
This fact persists despite the continuing and overall 
number of  deaths from Covid-19, over a million in 
the US, over two million in the EU, and 6,425,422 
worldwide [26]. While there are a plethora of  reasons 
that specific individuals choose not to be vaccinated, 
clearly the risk of  death isn't a reason for these 
individuals to change their opinion. I suspect part of  
the reasoning is based on perceived short-term and 
long-term risk assessment. Just the same, I'd 
categorize these individuals as apathetic. 

I'd suggest that the consumer behavior of  these 
individuals cannot be easily changed and I also suspect 
that most corporations will not ignore this >20% of  
the population and provide products and services to 
them. By analogy, I also suspect consumers who are 
apathetic with respect to global warming will also be 
treated equally by coorporations1. Naturally, it's a bit 
unfair to single out such coorporations, but such 
behavior is a recipe for disaster since immediate and 
total commitment is required in order to address the 
global climate crisis. Perhaps, the real question is 
whether cooporations should be afforded the right to 
disregard basic scientific knowledge since it is 
alarming to me that many individuals apparently have 
no problem with the science backing their use of  cell 
phones, computers, etc., but choose to disregard other 
inconvenient truths, as former US Vice-President 
Gore once stated [7]. 

Passive Technology
I've coined the term passive technology to 

categorize an Internet of  Things (IOT) approach that 
makes us aware of  our carbon footprint. Here's a 
personal example of  what I mean. Admittedly, I like 
hot showers. On sunny, or recently sunny, days the 
domestic hot water in my house is heated by solar 
panels and a little electricity to run a small pump. On 
cold cloudy days, propane heats the cold water from 
our well. I believe an IOT shower head that displayed 

the carbon impact from my hot shower would be nice. 
That is, I'd like to believe it would nudge me slightly 
towards a slightly cooler energy-saving shower. Just the 
same, it probably wouldn't change my behavior 
enough. Like many, I'm apathetic, but perhaps not as 
much as some others might be.

Consider, for example, the US Nutrition Labeling 
and Education Act (NLEA) that "requires most foods 
to bear nutrition labeling and requires food labels that 
bear nutrient content claims and certain health 
messages to comply with specific requirements" [6]. 
The EU has similar labeling standards. as exemplified 
in the following figures [4].

Now consider, using the Body Mass Index (BMI) 
metric, over 40% of  US adults (2017) [2] and 53% of  
EU adults (2019) [5] are obese, a "weight that is higher 
than what is considered healthy for a given height,". 
While I suspect nutritional labels help some people, I 
use them for instance to occasionally rule out a food 
product that I'm about to purchase, the previous 
obesity data suggest that over 50% of  people in the 
US and EU do not read, or simply disregard, such 
nutritional information when deciding what food 
products they will purchase and/or consume. Again, a 
form of  future apathy appears to be in use here since 
the health risks associated with unhealthy diets are 
typically a longer term issue. Just the same, while many 
food-related corporations have shifted to provide 
healthier foods, many also continue to provide 
unhealthy food products to satisfy the "apathetic" 
desires of  a large number of  consumers. As with the 
COVID vaccination evidence, we once again have 

evidence that a large percentage of  the population in 
economically advanced societies would rather risk 
their life than change their behavior. Again, I would 
label this apathy, as a results of  severe risks being too 
far in the future to consider. 

Naturally, I suspect a similar type of  apathy will 
work against efforts to address the global climate 
crisis. Much of  the world's population, I suspect, 
views this as a long-term problem that doesn't require 
immediate attention. Given this consumer position, it's 
unlikely all corporations will move quickly enough to 
address the climate crisis before it's too late. Keep in 
mind, the time frame to take action on global warming 
is now less than a person's lifetime. 

Social Engineering Technology
Perhaps the strongest opinion I wish to present in 

this piece is that the computing community should 
increasing create technology that is active in addressing 
global warming. Using technology as a means of  social 
engineering isn't a new idea. For example, Weinberg 
examines this proposition and gives examples where 
technology has helped in situations where "a social 
problem exists because many people behave, 
individually, in a socially unacceptable way ... [where] 
one must persuade many people to behave differently 
than they have behaved in the past" [25].

The computing community should 

increasing create technology that is 

active in addressing global warming

Many examples of  such technologies already exists. 
In many hotels, especially in the EU, the room lights 
will not work, if  the room key isn't present (inserted in 
a reader device), thus saving electricity from unneeded 
lights. Any light, such as street lights or parking garage 
lights that are motion activated provide another 
example. As a final example, set-back thermostats that 
automatically adjust to save energy when residents are 
not home not only reduce our carbon footprints, but 
save the consumer money. It's worth noting, however, 
differences between the first two previous examples 
and the later thermostat example. For instance, early 
"available studies indicate no savings from 
programmable themostat installation. Worse, some 
studies indicate a slight increased consumption [19]. 
While education of  the consumer was recommened, 
I'd suggest not giving the consumer a choice when it 
comes to global warming; the risk is simply too large 
to assume consumers will act appropriately based on 
their educaiton or lack there of.

The focus of  my opinion is that the computer 
industry simply needs to forge ahead by permeating 
society with such non-programmable devices, so to 
speak, for society's own good. I've heard different 
people in our community note that such approaches 
are invasive, which taken at it's extreme that 
consumers should always have a choice. Historically, I 
might have agreed to this position, or at least 
suggested that in a democracy such choices could be 
regulated analogous to laws that prescribe wearing a 
seat belt in many parts of  the world. I no longer 
believe waiting for legislation is good enought. (Again, 
after I wrote this, I believe the recent US legislation 
bears this out since it is both historic, a great start, but 
not good enough.) Worst case, I'd say the computing 
industry can be transparent and simply state what the 
our technology is attempting to accomplish; that is, 

1Though, a March 2021 survey found that 83% of  Gen Z youth are concerned about the health of  the planet [20].
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save humanity from itself. However, given my apathy 
assumption, I believe the computing community must 
lead. Computer Scientists are, after all, scientists and 
to not accept the science of  climate changes is 
irresponsible. Somewhat akin to a version of  Pascal's 
Wager appears to be at work here. The risk of  not 
acting/taking a stance, could lead to the end of  our 
species and certainly will be a catastrophe at best. This 
appears to be an easy wager to make.

Disclaimer
In this opinion piece, I don't want to present 

myself  as a "holier than thou" person. For example, 
due to where I live in the mountains, I have a fairly 
inefficient "gas guzzling" vehicle, which I justify since 
it allows me to navigate my rather long driveway, 
especially in deep snow conditions. However, consider 
that it's loaded with many advanced technology 
features including GPS and Satellite radio. I wonder, if  
my vehicle didn't come with these computer-based 
technologies, would I have purchased the vehicle 
anyway, perhaps. What if  there was a choice between 
such a gas guzzler and an electric vehicle? Or better 
yet, one where the electric vehicle was loaded with 
modern contemporary computer features, while the 
gas guzzler wasn't. Basically, in this scenario the 
manufacture is attempting to bribe me into a better 
choice via the supplemental technology they make 
available in the vehicle. Admittedly, I don't know the 
carbon footprint required to provide these 
technologies. Although the proverbial "cat is out of  
the bag" (i.e., we cannot go into the past and change 
it) applies. More dramatically, perhaps computer-based 
product companies could refuse to sell/license such 
technologies for inclusion in the gas guzzlers. I 
imagine this would make a little dent with some 
individuals by persuading them to make better choices, 
but once again, I believe consumer apathy will thwart 
our efforts and I wonder if  corporations/stakeholders 
would give up on earning the additional profits that 
would be affected by such an approach.

For what it's worth, I have numerous other issues 
concerning the use of  computer technology with 
respect to energy consumption (I'm sure I'm not alone 
in our SIG community). On a recent trip, I watch the 
boy sitting next to me on the plane use his pad-sized 
device to play various video games. As far as I can tell, 
these games had only two effects. First, they distracted 
the child (though the parents were certainly very 
attentive to the child too) and they increased global 
warming in their use of  electricity and manufacturing. 
It seems to me these games and the entertainment 
provided by the Internet are the "Soma" of  our day. 
At the same time, I was using a laptop powered by the 
jet fuel of  the aircraft. Is there a difference? I"m not 
sure, but I also believe what bothered me was the fact 
that these particularly video games required no skill. If  
the child had to solve puzzles or was learning 
something, then perhaps they would still be distracted 
and the carbon footprint was worth spending. 
However, this type of  apathy may end up killing us all. 
Again, the production of  such technology appears to 
demonstrate a lack of  corporate and public will power 
to address the seriousness of  the global climate crisis.

Conclusion
As with every parting opinion, I apologize to many 

of  our international readers for the US/EU centric 
position of  this opinion since I understand there are 
countries in the world with different economic 
approaches that affect how climate change can be 
dealt with. Just the same, on behalf  of  Computers and 
Society, I invite readers to submit their own opinions 
and contribute to the discussion since a diversity of  

views is welcomed, and in fact, required for the 
computing community to progress in saving humanity 
from itself. As always I look forward to hearing from 
you.
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